ﬂ pod B é] F

B R RR 2SR BB

1

WY R BBk oY 2] A 5
7= im H B

AL MERRH A IR A ]
20144 4A



©
MNETENTSEC SR B S W 2 A 7R 8 ) LI A

FRAL A B

AbE W RS A R A 702014 FRALITE , RE—UIRLT.

A BT SRR . SO IR MO ik IRESENE, BROAHR
BIEN], BB R M RRH A R AR (BUTF ERRMRRH) T, 23 R B R
VRO ARG W FERHS T VE T ANGE UL AR S R B S A SO Y 4 A e
ke

s REH
AR T AR RS S, I ELBER AT i R AR o ek ]

BT K

ARG PR VR AT VE R, RRERI A% A SR BEASOR A AR SBAE AT A HE R
B EART) MRS RIEHIE . Frok B RIERTESCE R F k. AR T, RRER
BOHRAN 20 e 25 L AT AR 55 = 5 DRI A SRS 3 B AL A L 2 B T 45 Ok B A 4 5, R
5 0 RS A 45 R X S5 R B R, I IR (AR T R k55 ik {5

s
W T RAS TS S EEEARRE AP AR REFHL . MAEHR%, K
SCRSBR B T AR — € 1 T iR
B Web 5 HTTP
B TCP/IP HpiX
B P2P 1%
IS e Y T RINTA

B Windows #1E &4

2 01 4k 66 T



METEMTSEC

ﬂ P e ] 152

S VS W 2 4 T e R TELEK A

H B e 3
1 IR A AT BRI oo 5
1.1 IR —FEXLTTE oot 5
1.2 X 01 T B AT AT TG B IAE DT oo 6
1.3 RIRE ICG FEHE LT XLTTEN oo 7
2 B et 7
2.1 B E T B3 ettt 7
2.2 BRI ZR D oot 8
KT ¥ 22 SO OO OO 10
3.1 R T T BT TF G e 10
3.1 BRI S URL 3B oo, 10
312 RIEHI Web SEBEBEE ..o 11
303 Web T IIIBZEFRIR oo 13
3.2 55 211 OO 14
32,1 BETAHRRAERA 78 55 A T S BCEIEFE oo 14
322 SRR IR BRI FL oo 15
323 RIS FETIE oo 15
3.3 DR TR .o 16
3.3.1 PR P2P HAFAIIEE P2P BB ..o 16
332 EEXTH R B B AT T oo 17
333 FETEIAIBLALETER oo 18
3.4 PUZR BT TERIIE IR oo 18
3.4.1 PSR B T IR .o 18
342 IM ETFRTEIE oo 19
343 WBIERMEETFATTIIE oo 20
344 PRGBS T TFAITIIE oo 20
345  HTTP SCHARE B T FIEIE oo 20
3.4.6  HTTPS JNEE M TR E TERTEIE oo, 20
347  FTP SCAFARBEE TERIIEIE oo 21
348  TELNET PIZEH T oo 21
349  SSL IZEH T oot 21
3400 BEHEZE T TE oo 21
3.5 ZRITFE TG HEN oottt 21
3.5.1 BETVIIUE N oottt 22
352 BRI o 22
3.53 BB U T B G T2 e 22

3.6 ST T <ot 23
3.7 B B N T2 et 25
3.8 FREERFHE LN oot 27
3.9 BT 2R W s s OO 27
3.9.1 FELHATH BB oo 27

#0301 4k 66 T



ﬂ P e ] 152

NMETENTSEC SR B S W 2 A 7R 8 ) LI A

392 B HIGE AR oeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee 29

3.10 F R B e 36
3101 SEEEAIH G0 T B BT oo 36

3102 H GBI oo 36

3.11 BRI oo 37
3.12 FH TV TR oo 38
3020 P BB RBLET B T oo 38

3122 P BRI G TATIE oo 40

3.13 DI DEII AU TE oo 42
3.14 FAL USB-KEY ... 43
3.15 BB B B 22 e 43
3.16 FEALE FHILE (IPSEC VPN oo 45

A R BT G e 47
4.1 FE B AT SR A SC URL T T ZR G e 47
4.2 FE] P 5 4 T 18 IR 288 80 FE BRSO T v 48
43 FE A TS T FE e 49
4.4 SRR PRI B RGBT oo 50
4.5 B R B I MBI EE e 50
4.6 SR KT BE U R 5 20 TER T e 51
4.7 FEFEIT BY OD IR TT ZR oo 51
4.8 DAL R 5 TAEAE R oo 53
49 BATRAETTEE , BRI EEIZIE ..o 53
4.10 RATITE 2 T TR e 54
4.11 FETEIARTEIIBE oo 54
4.12 FIST IR RGN oo 54
4.13 DT E BB T oo 54

5 BRI B et 55
5.1 ER TN oot 55

5.2 R = SOOI 56
53 B AV L OO OO OS OO 57
5.4 BEF TR ettt 57

0 FEIIRZE oottt 59
T R T R R e 61
BT T PR ICG P B EAE B e BRIk e L HE.
PSR TT BRHE URL 20 Z5E oot 62
BRF SR TIT DX B SE T T HZE oo 65

o4 71 4k 66 T



METEMTSEC

ﬂ P e ] 152

S VS W 2 4 T e R TELEK A

1 HERM %G BB R PR

1.1 HEER —JEN T8

LT U s A R, FLIBRI R L2 i B A iR — MR, O3]
AR AETEA AT EER ) TR, Byl S SasE | IRmse s R & o BRI
AZHAE S SEARPED NATTRRIE SR IURIR L RIS 92038 DA 5 g e e s gt 7 iR A 5 IR
I, FLE I (5 R M 5 R PO A R S RS AT A IR, 4 HEss R 12
LT EBRFZMAE R, SR TG T, BOOB HE 5028 . tha il ol
K FOERKEERE TR AP

FEAAHAE, T LT AUE AR, A e R 5K

W SR LT ST TR AN GE S PRI A T AF

W SR PR LR A i, 7 B LA, AN TR

W BTGB FHI AL 1] %Y, 528 IR A 12 1 5 X T 58T ;

W LA OEEITH R TR WA P A2 R

W BFEE IR 0T IRIEHETEA 55 T, 0ol 55 21577 00248 % :

W GLHA F BRI LA IZEK s FTE T ZTNE A TS A (I 7

W LA KT T 9 I I S L A KT

W AW LTFPC LRI A GERNT LR G T IR 5 ZH M+

u

RGN LA t, WIFT K. NASI RS Bt ORI R 505,
JRAR MY X 25 (R T 4 B B, RENS A Rt B 3ok B LI A Moy, AR AT T AR B3 |
AT A SR N 2 2 5 E BB AR N T, RIUE:

m ZEHEAFERA

V3 \GE 2%, J5 8 AU Ik 5 i A e, SRS s, d L, TRl
L, ot “ER” WM. Bmail. WIRTHE. FERIEMZE, HHEADIMER S
MM BT KEETCEA ROL IR RN AR, AP IX LR TR R4, 1B e TR M T
T JE BONE, Xt T8 R 5 A SO AR B B RE N o T B AN 2 A i IR U ) 1T o
R EEAE R 5 RN, TN 2% 2242 1) f K R

B TERRET

05 71 4k 66 T



METEMTSEC

ﬂ P e ] 152

S VS W 2 4 T e R TELEK A

NTAEH B EEI T S b R AR, A FURBHE B e o, SRR R, RE T
TERCR, BRARIZE A, AR AN 20 1) LD 0 182 P T e o ROR BRI B2 ) A e o 4 — T
TE RN, a5 TARER I B U7 R 52T 40% 5 ARG, FELRMIR. W %5 )
R PUZRALII. IERTAR . KD, TS TN TE AN o IR (R AR IS TR o 6 o B R 45
W IP AP, TP AEFRERCN “AFEIIMIE”, A JJBHEAE LR IR E K.

mHURE R

R . MSN/QQ BL A BBS WiRZE ML M, T4 mionifm TAERCRER T, {Hin
RIS, WATRERC M A TR . ST BURHLOG. LA & USRI REUR A A, Sk
B SORY . BRAFEARAS . T8 B o E RIS oL SR, mT DASE I v R 5 7E 2R 1 R R
“I D MIRIE” ML RIS, 45 H S R KR

B OHERIRIRR

WG, fEHRNESIAR IS B Ak, SR SR R IR 70 % etk I
PR BREE G, RS — 9 I, AR AR BE A . IO s e TR K R 9
A5 A TE #0555 AN B REAT (4 SE AR IE . T8 A R S i) B, 4
HEAEAN B B b A7 R4 B 200

m SRR

HIEM 78RR &R RFBAFHGE, 050 TR G ROFER, B RN
2. 9T SR BB s d A, SR AKRERS . A%, 55 Bk

VR IR SCHIE 5 12 N EL DI 4 B4 A7 AR i by SR P R S P i AR T Bt BBk oA ) o8 3
ATV L . T HL B R IR B ARVE VT i, b ) e . e, SRR . KBRS
W MR EAHESE, AU SGERE, Bl kiR .

piil

1.2 3 5B T_ERAT R #T REE A8 1T

ST HIAN 2 W 2847 D9 51 R 1) R S A 48 FAY 19X 2% 22 4 B 7 T BESE B, e 8 1l
(K1 RAT R B R R Ty ERIAT O EE? ST 2, AR B AR A T A R
KUTIAT AT E R, AEWTN IR

H— EMPARZUEE (Who: BEANETTHRAS 51 1):

Fy EMEESTE] (When:  TAEH/FPR, EHER R/ RS /AE, 4 F4D;

= Uil 7 ORLERIZE B (Where: WIBERI T, REOCHE KOEHRAE L IR Btk S

o6 7l 4k 66 T



©
MNETENTSEC SR B S W 2 A 7R 8 ) LI A

S0, BAANE R4 (What: WITURAZ . BEAFRIA A BRI A,

Hh. SRR AR EZZ K (How much).

ERATORE B SR TR S IFED . B S A RS T ERONS B R AT Y EEAT A I R
TSRS R E, JEM S E BN “ sl n g2 718 “ EhAEEH”, N “Br
TWEE” I/TN “IEHIE Y, B “BE R I8 B RAT. N T SEIHIE R
EPIEIAE, N FE “CNANRE T, BT RSN A, IR B S, K TN 5E
XFHVE B, 0 R LR B AT AT R A R

1.3 MR ICG KT IS

XTI 2% U, SR R TBUE 7 IX R PR AE ARV B AT A — i KR . T B,
SRR . e EMAT R B i, SRR R SRS A B, AR AL R 7R SR & 5
Hil, FEAE “ RAFm, R, SEEAE A SCHEL fERE. w4 IR

A € EL IR 9 42241 /X 9% (NeetentSec Internet Control Gateway, faiFK NS ICG) &bt M FERH
A PR W HE I — 3R b WA D9 B i, S T ) ARk FH P B — A A P s o
PG, e IR AR TR D BE, BRI ARVE Rl B U7 s S AT L R
ISP FRDRE 20 B2 1) S, bl D3 TFE RBERS I 200k IO B TEZAAN, LLATE
T ZEIN R, AT PR B AR s SR il s 7l F . BRI i8R R AR Y
S RAT BT W, RS SR A, R ICG EHR AR H 2 i 56

HIRe, AL PR P2P 25/ HE I FET S AN, B DR AL A% o Ml 55117 T 45 LA DR

2 PRI

2.1 WHFR

WRE ICG K FHARRE — (AR I M4 15 &7 RS, 5 B AR A e STk, Wy
(B T HLENIZ T, JEHAE 3 ARSI 15 A8, Eis SOHO . kg, i 0g.
RS2, AT 2 AN 5] P FURE I 2 7 76 R
® NI-3000 R51: iH A H0CH 100-1200 A, @&/, 73U H/NER DL K

PNE L ol 5 2 S 9 24 AR 553 o o

%7 003k 66 W



N st
METENTSEC HEREC W] % 4 F R T

® NI-5000 R%): ZEWH 7 HCN 1500-5000 A, &E& KA. BURFHLS. ERRZET.
® NI-7000 &%: I A %A 8000-80000 N\, EAFHEIEEM. AKX,
FARRVS DL 1 X5 ICG 1S5

PR 1ICG 1 F1- 5 BAT T A%

o HIBITHE

PR ICG 7 i 4 TR H JeE ) X86 64bit ZH4, Fi& Intel mifhREALBEAS Sihfrdd, W
ALFE N 100Mbps 2 9Gbps (A £, I HLAE 4R 2 DI RETT 5 I AR SR CR K7 A% e PO AL B
NEBATHE.

® TE{f ByPass DjEE

PR 7T, W ICG B [ brodt (UAE 1 ByPass ThAg, RERAEBL&AEHL. KA,
flidsg s 46 H 11 E B ORFFEEIR], AT A e 4 B IR 288l M G 75 32 B RE e« BBk, PR ICG
ByPass DIRESCRF 8001, 4530 A n@ i 1% % L BEFF ByPass #4181 R Gz & H R (E 4%
AT T A 5K o

® IR R R

W FE ICG M Z NS ERIRN S RE A S M CRIED 5aES5M%gsED Ok,
DA R P AR O TR RIS, MR ICG fER-L RS i n] SCHFY RN R4S, A P T i
i B CSERr i R R

2.2 KHRG

W ICG B R SR M H BRI TEREBRAE RS, RN ICG AT REHAT 7K
EAL,  ANIAE S AT A 55 AR SR ORAF R AR K W] I E L RRUE TE I8 1T /R

08 U 4t 66 T



ﬂ P e ] 152

MNETENTSEC SR B S W 2 A 7R 8 ) LI A

IR i

Tok: 400-678-3600 4

g T o EESRE
- ﬂ‘_:-“ epu RO HEE:
seftni e e RESREE: i CHE
O meren - . IR LEE:
Yameme 0%  20% D% 60% BD%  100% 59,225 PLIVEREE: B 2m8
o s i 0.78% Rl R N
P P e RS e
O shmE 0% 70% d40% 60% BO%  100% PR, =a ¥E AERR WOTH
et o
Leb il
O HERA + e {mAnt et il Lk bk 1| Vi O T v ]
VAAAARAAN BAAAAAARAASA AAA AARAANAARADN |
@ $NER wwpa| — -1 T YT IRy Y e YT Yy Y Yy Y
YRV EYRER | | ||||I|'||||| 'y i | ||||.|,| IRY Y
0 tAwm rocura] oL ISR BLALA | IL/I ATy _I.JI L LA BLELA LA | lU\..' L AL B Ll AL UL e er
e : : Y] bl |mze
o, Ao
| T
& witEm
i B

MR ICG At ARG RA T A

o muHtEREN

PR ICG #AE RS HM R A £, RAMEFEIER Linux WIZ, (ERMERSE R
EIiRetz L FP i = B A s R AT, RE T RER ST S E k. ik, ™
R ICG BT RGO & BT TAINIILA, 87 fn AR P rT DU SRt th 8. <2
LA 2% L% AR 40

o —RELKIL

PIRE ICG AT SE & ISR AE LT, ™ Al AR BLVF Al ST PR P =2 52 05 8 (A 26 T
PRs5. ATEEAN ICG THtht, ARGt B MATEAR S B0 A, JfF At —
T+

o A\th{biRfE

PURE ICG #HAF AR B/S 2844, I ATz s A1) ) W2 2 2Bl P B ICG B BT 5
BEAh, ICG FEBLHH I AR oy AL AR5, 72 S Bt FoR AT 1 TR R U S 3t (1 L 146
it A, GIanThRERER I AR H TS R IR AT S .

® SRAHEBRM B THE | DI RE

N R

09 171 4k 66 T



METEMTSEC

ﬂ P e ] 152

S VS W 2 4 T e R TELEK A

3 g irdA

3.1 MV #5538

Web fE HLIKR AR R DR ERKKINA, SRR ITA R RIEATT, BFRTFZR
g, #J1. BEULEAMERKEE; Btoh, KEMZNAH, a1 P2P, IM, PIZEHAL.
WEARAESE, WAFB) HTTP PRl sl 80 di [, — 7 ISR KA B3, —Jr 517 25
MREAE, I PR A AR, b P4 5 . R ICG 3l i 2 JEBOR . URL
B3 K5 B LRGSR E, R R BFE ML RN EITIEIE, R
MPAHBEEV B EARENENM I, $EML, R B N R L, BRI
VAR, Q3 SCH R R L A

3.1.1 BPUSEHIH I URL 43 RE &

W T PN 288 O, URL BH BT I3 AR G0 R0 Tt gl Ts i o5t 5,
TNABATILES, BCRMRIC, 1 HRERE&EAT, CEBEMARNER. Ho—Mird
TiSE v B T B URL 3%, % URL #EAT S AOULACE g, X AP AEAR R GRIG, T
URL #E EK, KEEF LR n7 A R se e i 3, 175 HXF URL Z15 0 SE 3 211
FAERE. H AT BR R ek 7 2R URL #4208 — 52 MrdE EAT 0025, AR5 B Ok
FXF I BATIEIE, BEMO T L IERCR I I, SULRAE T I R e B L SR

WM ICG K URL Tl AR, Ad b i sofb s 5t A BE AR, 2l B4
o ERCIIESE, BEATARTEREE . 2R, JFA R URL 70 R H00EPE . W B R 1T URL
HRGIE, 7x24 NPT XERIE (R P ERRE ) URL HIHC 0P Y BTHEAT AR ¢
PR BB T . TR Z B KRG N TR H %55 2 g JEH R ST IRE (¥ URL i
AT BRI AN 7y VLI, S ANEHEEE . H AT ICG ¥ URL ¥ 0 dE 40 212K
), I 2000 755 URL, H:AS78 a6 o [ ORRS DX ig wa s, 2 4Bk R 3C URL 4328
B P

M & URL JE 1) 43 SR bt e ik 14T R J5 R AN & A 2 R B, BT URL U el % ik AR 7~

TR JE RS E R 2R R . a0 R A& i R R, SRR 0 BRS¢ 1.
BBS ¥ & Web #{Z FELRIIR WAk THENE BB
BRiEE e BT R I W%

2010 T 3t 66 TU



pod et 152

METENTSEC HEVEC W] % A B T
RA w1 W% %4 271
I =H A R B RN
Gk B EES sEs% Mol
Bk 2% g ER BH
o_E32 5 R it ik 2 e
R fuf e o 117 ik
JLE SEBAIAR

Kl 2-1 P AE URL T4y 25

URL H3h5r 255 %2 M E ERFR 1) URL B 28R, AR50 1) DL 5k,
MRAEPI TR SCA, By HEZE, B, SRBETRIE S QB I DA S S B - 2 TR A B
BICER . WU (A AL SE 2 AN ERE, 0 DTEAT R Re 20, E3har3s, XEMEHE Web
TREIZOEIAR . 9 1 ARIE URL 73 KRG, WA — 3% 118 URL 73288 - BIRA, 11
UM URL H 3 K485 W7 N LRSS o %, Wi fREE— 2% URL # A5 70 bRt

BRI R R ERA B Rl A L 2 B T TR WA R AR . Oy T ARIE URL 43
RIS, R I i 55 28 A RIS B Z B0 AE 0 BEAG 1¥) URL FEREAT SEHT, 49K ST I sk
i 300 Jisk. XA AT LA E B SR B R S TR B b, AR & S5 I EE URL FE
PRFFSEIS [F]25

BEAh, A A BRI BT RS R R AROR, AR LM R URL EH B & 1
500, 1CG SCHFR P AR WA URL B 3)EE RN RS &, 2B 307085 N RBIR PR
%, MIMfEAF % URL U5 10 ya 15 DAPUR A 56 . B T i8I 00 R 4 SR DD e AR 4 % - 1 e
X BRIV H 82K

3.1.2 RIEH) Web B i%E

B PR ICG LR RIGHIRIS B, T LAET X 2 Foh SR 50 B SR
VN WYSE SRy

BFRIEL, i BPERTR) . NBERRE ., RS

32t 24531

URL X4t

[P T A O B

EPNSEPSi 2

YV ¥V VY V VY V

211 T3 66 TU



ﬂ P e ] 152

METEMTSEC

S VS W 2 4 T e R TELEK A

> NEOUERR

> Web Vi [ IR B UL i &=

g7 S

> fVF / PHZE

> EFAT AR
> RE

SRR B TTVE T B s

ol FETHEER -
axES
e 51T B
i
ks o |v
S ERAE
7 Fsk (ETHRET ek « || mA BT mERS
e (TSR, JEeF ) | S#ANA BF FEHE
[ S (MBI NS #E ‘
IR (BATRES jEetEs) ﬁ\ﬁiﬁ% B2
)8 (BSTES ) M# =
FIWE (RasFas fEeies) I g ——
el TrheaiES RS fECs kY
s
7 BE R "

V] &HIEFA
V] 4% EER B (EEEEiREA)

e

Kl2-2 URL i JE5mE % E
®m  HE URL 35|
A ICG A B URL FEIANRE 78 428 2 P 1 SEBR 7 3K
SCHTRIZEIN, LA S I B RS B 4% 1) 5 L

212 T3 66 T

PP AT DR £l ) 75 22 E E



N st
METENTSEC HEREC W] % 4 F R T

ik %
BT ITE b i
i BHEY URLZED)

H 9= Em = A & B T Es
Rtk

Rt WA S CoITLCN

00O &

|| B | [ |

hitp WA, CCW. COIMm.Cn

hitp i 51 cto. com)
http i, e 360, com/

,_
I |

hitp:www . poonline.com.cnd

¥ 2-3 H5E X URL 732K
m URL ZAZH
il URL A4, AL E Web U5 o) tP RG] 0T — 28 ) il 7 i 75 Sk 2 g
UFRSENE, ML R VP HZE, Lhin Windows H BB HTRSS, 7iEEE H 3 Hi k%
B ELH SO VRS R (R 3t 1 PR URL 44 B A et , B BB SHL ZE 05 ) 89 4 3l B1) 6 PR iy URL
A, MR A4 PR IRERNE BB > AKE > K.

3.1.3 Web jjjRlEEER -

M5l Web RIS, 38 HAEN A BoR “ BRI T FfERER. R EH
THIRBEANS TR, PR ICG 1R A AUy 175 s s P Tedk s I B AL s B B
IR TTLLE E o

i & | NetentSec Co... X..."'\_h k‘i‘,‘ 000

a3, FE(ip/192.168.196.182 - 192.168.196.182)1H[0]HIBBSTE 251 hitp://www. kaivin001.com/ 2 3HEE )| !
B FEEINT
EE el F b

BHnEm "EE FRER LI
BRI, FSEEAKE.

Powered by www.netentsec.com

@ED & $TE- O L O« ©100% -

K 2-4 Web 1 0] iE 25 R

2013 T3 66 T



METEMTSEC

ﬂ P e ] 152

S VS W 2 4 T e R TELEK A

3.2 [ F &

BB BRI R JE, AR ELIC N JE AN TS, G EDIE R (IMD . PRk FE2R
IO A S AL LR SRS S5 o RN BRI AE A, AN AT St 2 i 53 TR TARRCR . fE— TR
i, I 80%H 5t AL FIER AL 5 TARE R TAE, Hrb, A 60%MIH & 3 Tk
IWHE BTN H QQ / MSN A5 BN INE IR, DARAD IR A45 . 3K AN 24
2OE BN KRR T A TR TARRGE, &R T Al N 5™ EIR % .

3.2.1 FETHHE TR A7 25 2 A 4 B P RO

BRI SR L NI, SRR . A2 4 il 1P B S 1 4% % A AL
HAeRBR TARAER P, W HTTP, SMTP, HFEZRAEMLZ UL =T, MNHE
WEELRNTI, H, R IP Sin DLl shA MR dir, tinQQ, P2P FHEE, N4
AREMEAE. WIRE ICG X R AU AR i B2 A RS AE S AT R AE SE L o i L PR AE, 2
FRAE BT IO LI S 25 B e, AREEA BRI RAE, 6 mT DAME — M b R A 52 A
L, BanlE — AN NB R F 2B AR, HIRSUREAR U0, 1 H2ME— . U,
ICG AJ LAIE P AE (AR R0 W 25 2 A s T AT OARAE, RARELL SN EE ZAIERINM
2% TERRAR DL SR S AT QR — e U, @I I 8 47 A2 m LU IR AIE (B AN B 2
(R 287

5 ICG A [l P d 4 T £ D0 8% [ FH P OB 2, 4309 20 238, 3L 600 ZFHEML,
TAFMT, ARSI

> hRER AT

HTTP(S), SMTP, POP3, IMAP4, FTP, TELNET, SSH %;

=

> IM

QQ, MSN, &fF, Yahoo! Messenger, Skype %;

> P2P

BT, eMule/eDonkey, i\, Gnutella, PP £isif, HE FIE, Winny %5

> PIEBRERR

BRAHE T, BESTL, B2, S ERHL, BRI, Rk, W5
> Mg

PPStream, PPLive, %%, Sopcast, TVKoo, MOP, {4 TV, UUSee, + 5, LEE%%;

14 T 3 66 TU



©
MNETENTSEC SR B S W 2 A 7R 8 ) LI A

> R

KEE, farst, RO, IER2 R, @IAE, LFEE, ERE 2%,
> Mk

RealMedia, WinMedia %%;

> BREBRS

Windows SCfFILE, T RPC ¥R T kS:, VNC, MS SQL 4.

gl

3.2.2 ZHRFH AN FRBUE

m N AR R

PIRE ICG AT BREREAH A — RN Rt BRI RV, A8 H O3 ) ophed o) B P pg 2
TSGR 10 N2 A 1 DO e A R, T ) s 2 1 P P ) 280 00 EL BB o 7 PR s 1 o g B3
BRI TR 8 S, P AR 24 H N iR A A iR

R ATRRGE P B HAL A VF QQ MR RIS 1 /s T BRE I & HAL SR VI
30 73%h, RITEIR M ISR B, RUHES] 30 708G, 4R N CVE A8 AR (T AR
R

m NARERS

PR ICG FIRRERFANHI T — RN RIHREBUE, B ST DUz A 4 5800
IR IO 2 FH Ak 1 S PR, B T A il PP ) 2 TELIER X — A 3 4 O B PR, 7 B L R A
WL e, FPHE S H N R R AN

3.2.3 RIERHAE HIRME

B RERRBRE

PR ICG REMSARYE 2 T af A S LA B 28 N P BEAT RIS B, B4

> M BT REAS

> ITEIE, W EBERRE. CNBERRE ., RS

> TR E SO R E R AT 4%

> XL R BEAT R . SOVE DR R

ORI

WURE ICG R KA 3RS BE G 25 b W 4 W P BEAT RE AL BE (135 B, BT Dod i
BHZERE— PR AR AL SRR e 58 BRI B, PRI 53 T TARRIRCRSE . BEAh,

2015 T 3t 66 T



ol i 12

ﬂ METENTSEC SRS 2 A A o R0 EL IR A

T2 P AE N (A IMD, ICG W] LURS AR 7 B30, K BE 22 45 0\ SRS AE
28R Billn. SVl QQ MR 5 SAFAAEEAT ™ sh HORSCRF, HLAREE QQ A% P B ¥ 92
EZEIEDE QQ ixk, ZRIECE F ARSI T BIFTR:

fehas:  PEE i

BRI

=[] session <
=[] Games
=S=3E M
=233 aa
=] it
= plsErER
=V HE
=V T2 HrEh
=V &R
SO #HHE
= BT
=¥ webaa
= (T3] M -

m

K 2-5 IM 1Nz

3.3 WREH

W2 R R AN TS, s 98 BRI B Ok =, el 2 L P2P AR H AT
ASRANIRBR 1, 2™ EH R ARV A T8 BRI IR (Rl 55 Bt i) A= . RURR ICG
SCHFILHJZ B 98 o e S e B, T DU P B ] 2 R 1] B, ek — b B Pl
BEAT 17 T PR o

PRE ICG 18— G ML, BEUSIRAIFSE Tt I 4 _EAT W LE AR 1) cdie £ A% i »
WRLE RS FHAEIZ AT, WRLE A GE AT, WIRLE Al 55 o AU & o5 T A 98 BRI, RS P Y
ERAT B RE T A . IRYEIX L B G B, B P BOE A T HE AL AT T
T8, K TEIEIE 5 AR B2 N SR, TR HRt s AT IR ) BT, TR EIA R
BHHE I

\

3.3.1 RBIEER] P2P AR P2P $iE

BT. V. HLIPEE P2P M & i oy e TH AE i EE IR 2, RS P2P (d 3% 5 R
BN T A R B . PR ICG REfS IR ) A [ 9 B Y P2P B, AT 3 &
HEEE ST . BR TIEHME SR P2P A, ICG ILREXT 2 AN LR N2 1) P2P 4 i

2016 T 3t 66 TU



AT

©

NETENTSEC A SO AR B
e B .
2 BRI RARER R

3.3.

N}

Uz

ICG IR R AL BTG BB 8. B et i 2e L2 viidiE, X1
o TDMRE L ORRE B M ATHE R . R BT ATE R R ESEON R IL AT
A LR FEREIE N SR S P e, IR

SEEN- 5% %
S P2PT- s 128K
ik 7 v V| a4
g 128 B e 256
T#iEE: 256 ol e 512
B kbps
mE || mE |
2-6 AT RIEE
>~ I:F] :

7rHe
A

AR EGE A BRI A ORBE R R T LI S 0 B T R B i

B SR IRV 98 o R e FH{E A B R M R I E 55 o IEAE AT 98—
R E N KT IEH LA/ TS, SXAET: WA ANERGH I AR 98, H
S PR 2% B AT TR B R AR 20, AT AT DRI 58 2 T & “fF A7 eidiE
I BER,  DASR il S8 A A
AR — P RE TR, T DAL AN R RO e, T Do )ik Cor

HE

YOI IE T o RO gs RS SRS T, ] DR AN B T B PR T R, SRR
T TR AR
BERPHE LR %
AP: |FERF [ROOT/ES
[V] fsER P #HE
iR 128
THHFE: 512
BB{i: Khps
wmE || Bl |

K27 HPPHwmasE

2017 13t 66 T



METEMTSEC

ﬂ P e ] 152

S VS W 2 4 T e R TELEK A

3.3.3 ET B RBREES

PURE ICG SZHF E 52 N TR G, SEBLBER I (8] BUEEAT 5 98 70 Bl o I [E) 06 Bn] A% —
JANI—REEZ R, —RATTLLRIEREZ DM B T EIPR:

= 5
ok ik T fERtiE ¥
i T fERtiE
OAB [»] A— v A= V] A= [v] A0 [«] AR (] B&

B EE—: 9:00 b - 12:00 v
BtEE—: 13:00 b - 18:00 b
wmE || Bl |

K] 2-8 HfEIX R E

3.4 PagEsiHAIE I

i TR RARE S S D RO L S N, SRS B E . (R BUATESE
[t E 2 1K o 3B IE P RE TCG, 8 mT DA e A A (0 45 S SOk M 2 S, A 20 il 5 5L 1
FEREVE R, 2 BURE SR, 8 4 T RE 51 HVE R KU

3.4.1 HRARWCR BRI B8

W5 ICG ANME AT LR TH s AR 55 H 1) POP3 Al SMTP HMSUR BEAF 2%, R 3ET]
LLEH Tl WEB-MAIL AIEHRAFAG A2, SEEUG L BRPFISOA A A IR A T i
[FII, R ICG AT 5T MRS AR ISP A A A B BEAT B T AL D, I BE a8 LT BRSSO I
PR ROBR S A D B S R R REAT WA AR, AR A o 00 35 R BB 54T
PRAE Al A5 2 1 22 4
H5h, MREICG SCRFXTANABEAF N T %, K A0S 55 S A5 S R R R 2 I 4248
Ky RATAEICG ARHE, HI8H T B3 8% A R A E R GE R B SO VRO, Wi DRAs L g
mEREETARE
> HEPRIRCAR I A
> M A
> RIEHEFE L

218 T 3t 66 T



METEMTSEC

ﬂ P e ] 152

S VS W 2 4 T e R TELEK A

PR AR H b

ek R

S A

HIS 1 IE 5L

HIS A1 B 42 R B P 2%
mEEEM

KA N Hihk

I EEPN 1T
LA

M AL E

HIS A1 2 R G B

HIS 1 IE SO BE
R N NN SV SIS S
B WEB-MAIL ¥} &

HEPRHEAE . FEINMEAE . W5 163 M5 126, Msn Hotmail. Tom HE4H . FriEHBES

YV V VYV VYV V¥V

vV V V¥V V VY VYV V

G-Mail. QQ-Mail. Excite. Goo. Infoseek. Livedoor. 21CN. 139 MEFH%E.
b Bk G SR IRAE AN, WRE ICG 1SR AL A BRHE webmail 4k BB a8 1 At
;38

3.4.2 IM Hif-Fuid 38

W5 ICG Xf IM AT 9 e 45 8 T D e L4 «
m  MSN H iR
R EE. RIZFKS . BROKS . BIRAZE. VBTN SCHAEHAN %S
SCHE MSN shell JIE5H0R 4 25 & it
BT MSN K-S SCH2RR. U I SCH28AY . RSO RN ZE TR AT A
FISCATAL AT A5
FET MSN SR A BB AT IL R R %
BB A B T3 SR — R e BE R AT S5, 4 e 9 25 I AT
B Yahoo! Messenger FH i}

ORI ROBEKS . IR S . IR E

2019 11 3t 66 T



METENTSEC 85 ) 22 4 R LI

ﬂ P e ] 152

QQ Hit
HTORENE . RIS (BEFR). Blks (Befr). BIRNEA. EEWRITA.
BELHIN R 25

m o KEE
BTFORBE. RIEIK'S . BUOK S WIRNA . BT A SCHHERAT N
TR S RIIIR AT SUIRSRR . SO 2SR S I R AT A AN S 5T
X S T SORYE AR R AT A AT 4R

B Skype #Hit

IR ENE . KIEK S IR S RN AE . SRR AR, EFIRAT N

3.4.3 WIRR WA 38

PR ICG BEfSEN X %38 BBS Win. BT, MRGIEME ., 1A Gls R m A%
BEAT MR EE O, BRI S L bRl IR B, 0T T WA OGHE T A A I AT S FH
Wit . X TR H &, BT CLEEE L P SRR AT A A, HER E AL R AT
NEWE. Ak, ICG SRR BIR AT N N B E T, S5 1 R s i 2 Rk

3.4.4 ERFIEXRBETHITMILIE

PURE ICG SCRF “HZR G F i itk S8 ” Thfg. ™ LM il i 48 R 51 3 5
FIP RS RSN . WAl WU o S8 R K SCH T A , JF l AR TR IS, %
WAL P R ARE R RT A

3.4.5 HTTP XAHA&8 a7 i+ Anid 38

PUHE 1CG SCHF HTTP SCPFAEH P 20008 T AL RE . PTLABET SO 4. AR
AN HTTP SO B FHONE, 36 B3 0 A 18 i REAE RSP 4 174
3.4.6 HTTPS Jin% P 3 Ay 87+ Fad 38

W & ICG v 8 1F HTTPS f0% W o () &5, el 28T k328, uE B ekt i A7
1E 224 Ra 8 HTTPS N W TR A, A 205 iR P 5 4 e ik (R U 1], PR A ol o) 2% 22 4
A PG B2 4,

#
S
=
b
=N
=



ﬂ P e ] 152

METENTSEC TS B 4 R TR

3.4.7 FTP X A-&5 8 1Al 38

WIRE ICG SZRF FTP S MLy ThfE, wI LA THE B L ¥ FTP SCAH&HAT )y w2 T
FT AR SCIHAE FTP RSS2 P IAT . SO RBEZE SCAHE AT s PR IR FRE SRR K
NSRS N A

3.4.8 TELNET W&

W EE ICG 3Z#F TELNET 11 2hgg, wl & F WM ) TELENT 474, 1% TELNET

HARBC& TP, 3 5 S DRPIT TS A B MER

3.4.9 SSL HIAH

WIRE ICG SCRF SSLAH IR AA 1Y A 28 TH D RE, T s 1 DA SSL N 75 sUHR A I 2% 35 31

PR BT IR IR A . webmail i iH4E

3.4.10 80 FE I

B et Al AS B DA% Ly, AR I B A B B 2 e SRE L 2 4
(B T3 i 2 FDCESCHE P B % P SRS O 5 R SR R Bl AR AT, B I 7 A B 1
AN AE R IR .

WURE ICG SRFAGE 2 U iR R AF K 5 iF 5426, 645 Oracle. MySQL 5%, PARERZ 4k
e 24, R E RO B 2 Bl AR L SR A%, SEBILRT P Bl A T
FEF Rz, R SCVRREE T I RE S SR BURAE Oracle B4 )R B R IR i THC R 5%, M
T SEBLE T 8 B P 3 i S5 REAT A 2 T 2

3.5 Uizl H WA

283 Ve A AT P4 2 A A A AR | B 7 R ST AR AR m] e i R i & = e R
BETTREIE P 22 45 . E ICG e BERS I 48— T R B ik A, et — ISR &,
Rl 28 om ARG BERE . SCIF . JEMER . BRAERG AN T REHAF SO EEE R, e i
VNP

221 U366 TU



ﬂ P e ] 152

METENTSEC TS B 4 R TR

3.5.1 BFHEAN

B RGHERN

RGN E T B4 CCProxy. Sygate £ A I L F A ACEE TR BERZ RTINS 5, RIS AT A
18 B T BN N 5 ZAG I 3R B AT H R RERE 2 . B DA RSO RSs
5. WL MG B AEHITE S 1 AR SCRERE [ 4 BE 15 0 1) R 45

mBER AR

WM 1ICG REWF Il 2 7 PRI 24 0 SO R AR, 45 & SRS R I SN 1 16
JE SO I A B A RE TR VT I 2% o R DR SCAF A A2 4G 5 MDS 197 A% SO, w s
IG5 R IERA AT R

AR

R 2% 3 AR GEE MR U B AR, AR NI o ¥ BB L 28 3 15 7] D] 2%

m RERGHRN

Rl 2 s A R GURRCA [ SP Ah T R RRAS

mOREFRFARN

AN £ S 15 6 2 B PR AR B AR RO P RS, B AR G L 1A 3% B R AR A X B DA
Lo AT B E SCHRIASIN X 5o

3.5.2 2w B i B

WU ICG RE i 2 7 i SRR R G S T E AR, JF MRt P P o) ) Sem i AT db
S SRR R A TE A GO 7 B X R, AIRYEHERE AL . B D44 RRAECrR 44
J 55 44 45 A RS TSN X B2 o

353 BahZomBEHE S R

Tove Al A EORIE e T Bl AL, Gl WiFT H N4 IETE A1 R
Wi o [ e ICG S0 R Bl e & R 2 EAT IR LRI AL, W BASEILXT i0S . Android. Windows
Phone SFR BN V& IR HIRM],  FFRD0ET B & BTN . B RS RAE .

W RE ICG AP R I % E ZhFINE 3 MACYAL,  FF Ak 2 Py (0% 4l 8o 32457
BB ARSI RS B SN SUVFUE NS KPR AEHE NS [FIB, ICG SRR a4,
HIRIT U 25378 “HEZ A5,

22 T3 66 T



METEMTSEC

ﬂ Bl e 152

S VS W 2 4 T e R TELEK A

T EomiE T o gﬁl%ﬁgﬂ *| EapsEsE t

DO dEHETRE IEEMACHIE LIRNES S HEn o Kk o SA O B82E © BrESE P =8
J I EEERE b =& sepmsm MAC SRR R
259 SFRETMAC
| Android ag 08 TS 2013-06-08 20:40:01
|:| iphone OS5 2013-06-08 11:20:02
& 1®m. #1313 = E1-2% H2%

3.6 SLHfM#E

WFE ICG SCHF A B D SN R 5 B s 8 AT I BEIR DL S AT I 4835 30, TR 55— I Ja) Py
Xt W 2 S AT AL AT

B EEEEmMREEE

> RGBE@BCIRGL, W CPU. AAE. BERLSEEHIE B

> HEELM SRR, SR AETEEN T UGERM

> TS SEI iR DL R 24 /N 2% iR AR AL

> AHNHWEAS. AP, Mo s dwmika;

> TUE Sy A IE R R

NEER T A R E DL

#
8
=
b
=N
=



AP

pod et 152

METEMTSEC

S VS W 2 4 T e R TELEK A

30Mbps

22.5Mbps

15Mbps N 'f/_ _\\\*\"'f’\'

e W
7.5Mbps
Obps
10:38:22 10:39:02 10:39:42
K29 Bk
R FAsCAT e
RS B i
1 EcmA--fiEEs 621 Kbps
2 HTTPRA-=HTTPEFR R 306.2 Kbps
3 ER-=00 53.8 Kbps
4 HTTPRIE-=EEHTTP 145.2 Kbps
5 HTTPREAA--BEES 1.7 Kbps
6 HTTPRIFA-=HTTP=&E Mt 13.2 Kbps
7 fEEiMd-=85L 99.8 Kbps
8 HTTPRIF-=apksoid FE 7.7 Kbps
0 EEERT--360FESEY 4.6 Kbps
K 2-10 sERfifEHES
B RENRBERE
> kAN A ECE A S
> IR 2RISR R
> MR E v B P 2

T : 11.9 Mbps

10:40:22

MTLE
2.5 Mbps
1.4 Mbps

T13.9 Kbps
538 Kbps

627.9 Kbps

613.7 Kbps

340.6 Kbps

247 2 Kbps

153.2 Kbps

[ a7 S

B WErEREESIRIEEST (Ad-hoc Analysis)
PIRE ICG SCREXT i i 45 ER BRI 2047, s b P . RS IF(a) Ja e DRk 43
B, TR T AR R IR A, AL R AR et MR A IR ZERT, R

24 TU 3 66 TU

@

2R : 15.4 Mbps

10:41:02

S

2.5 Mbps

1.7 Mbps
T67.7 Kbps
683.2 Kbps
639.6 Kbps
626.9 Kbps
440 4 Kbps
254 9 Kbps
157.9 Kbps

Ara e

*

m




N st
METENTSEC HEREC W] % 4 F R T

ARTLLEE ST R AR A, M FRESRMBA, W BT, WAL ESEAWLEAIL
FEEAT BT T el UESEERRENH I HA, S HREs KA, AfR AR,
BT 35 T SR At T 7 i AR 2 X 2% 2

HERfE AL SR M S SRR . MUK E RS, FHATBIRE. RN
i 1) RS LU S8 BN, SR SC R A, PR Al Ok S5 il AR . RSN, X
THAREATAKR /N, ErT LRI N2, s N B4

3.7 EA LK

SEEIN GG NAT 45 1P B — AR 28 H L2 R 2 A L. il Josk
B ARG — R B AR L 2 A PCL B BETHLECP UK IE N Internet.

PIRE ICG FLmmfie AR AR N H N 25 (R B & oM S8 #501),  RES Al 3 — A P Bl
IP P32 & om b, JFr] DUR SR MORms Iz ], DUA B P & HeeE i H 1.

F R BT i AAR A Th RE R K -

O BN EIR A

O R I ENLREAT HE— 8 BT edE

O KA DT B G R

RN AL I T R AL BE U5 UM AP A A A 28 05, AN IS FE PSR

(IR At o B B, 382 R A NAT 6 H B2 A B A F Y I T

025 13t 66 T



pod et 152

METEMTSEC

AP

S VS W 2 4 T e R TELEK A

CEFRALE ¢
T /FRMT R

bl 1818%\

| Rk FEEN

\ fitme 8182 %

R RETHP S0

E Be IP SR TERETE

[ IR L R THLTBEIU LS 2 A -Ub-2a 100408y
[T] emieinieia /. 1192.188.10.35 192.168.10.35 2 2013-06-24 16.08:36
[C] el 1192.168.10.48 192.168.10.48 2 2013-06-241513:37
[C] fwmimeieme=™ 1152.168.10.54 1021681054 2 2013-06-24 1533:27
[T] i 1152.168.10.40 182.168.10.40 2 2013-06-24 14:33:36
[ o 1921681018 1921681018 2 201 3-06-24 15:33:37
[T 4iabiiiainiaiioe /..1192.168.10.86 192.168.10.85 2 2013-06-24 15:33:27
O] Ese...i192.166.10.50 192.168.10.50 2 2013-06-2415:33:27
[T {itsamn. 1182.188.10.71 1921681071 2 2013-06-24 1533:37
[T i 192.168.10.46 192.168.10.45 2 2013-06-24 15:33:37
O yppee; 11921681017 1921681017 2 201 3-06-24 1533:37
[T] ombieineit-.1192.168.10.59 192.168.10.59 2 2013-06-24 15:33:27
[T oipliaim . 1192.168.10.15 1921681015 2 2013-06-24 141335
[ mmmestre.. 921681045 1921681045 2 2013-06-24 14.53:36
] giaialaiet1...192.166.10.36 192.168.10.36 2 2013-06-24 15:33:37
[C] ‘mpisaieme-/. 1192.188.10.32 1021681032 2 2013-06-24 1533:37
=] {STE.../192.168.10.60 182.168.10.60 2 2013-06-24 16:33:27
O ey /192.160.10.36 1921661038 2 201 3-06-24 1528:37
[ a2 192168.10.76 1921681076 2 2013-06-24 16.23:37

# 1m.21T bk W&

2-11 FRERAREYIR

£ AP SRRE S E

z 3 4 S5+

LB

S0

HPag

oFEd ORE& O&m
s
OrE -l
Org
Oz
© R R 1
Orz
Org
Oags
© Bl R 1A
Org
OF=
Org
© R R T 455
Org
Org

Oz

Org

© B R T 455

Org

Org =
Fl-ME. g

FEM IR A AR I 2 BOm , m] DA BEREAT $ 61, Bz A - 1 e, AR e i »

FKABEG AT AR ERSE A B hae, JF R A

Pl o
ZHPHTER AR

FEERPHZRIREE W

REA R, NIEATME

REREERE BEERE
AP ROOT/, Rt 2P AP [HREEAF] 2P
SHEE 5
EEGESEE 43
- BEEE
ST & @|P O E
S3FiEIR: T
4315 R 24 A

B 2-12 JLERAKRE



!Emﬁﬂﬁ
) % A IR T

AFEIRIL A W B REAE X P SE G LG it, RENS 2R 2 P A8 2 — BUR TR A AL IR A 22
A, DR AT 1 SR (13

o #Fify
EFEAEERT (¥ EERE | T 8588 B B 2B 3§ EER
O wfiE il P MAC HEEE FERE FREFE < 24w
| 2013-06-24 15:43:28 92.168.10.54 102.168.10.54 00:1ARB 4000166 2 =] stimdE: 2 FAZERTIE 540 a5 BhBE 2
] 2013-06-24 15.43:28 11921661058 192.166.10.58 ECASEBEOTECO 2 @ SEEREIE: 2 [AEATE 5550 e BEhR
1 2013-08-24 15:43:28 ..0192.166.10.51 192.166.10.51 ECARBBENTENI 2 =] stim#iE: 2 FAZERTIA. S iz BzhEE
] 2013-06-24 154327 J.18216810.10 1821681010 001ZFOBB-CEET 1 e
[ 2013-08-24 15:43:27 £ 1192168.10.83 192.168.10.83 00:25AB:34080E 2 7]
] 2013-06-24 154327 3../192.168.10.80 182.166.10.80 0C:722C:71F513 5 @
7 2013-06-24 154327 j.1192.168.10.3 182.168.10.3 A0EGBAFO4GAS 2 e
] 2013-06-24 15:43:27 1..0192.168.10.2 192.168.10.2 CEEDOLCCBIFD 2 7]
T 2013-06-24 154327 1..0192.166.10.82 192.166.10.82 0025:11.47:8428 2 -]
] 2013-06-24 154327 92.168.10.54 182.168.10.54 001466:4D:9166 2 e
7 2013-06-24 154327 4..1192.168.10.88 192.168.10.86 001558007700 2 7]
] 2013-06-24 154327 J../192.166.10.85 192.166.10.85 20.DCEE30BE0D 4 ]
T 2013-06-24 154327 £3 J..4192.188.10.59 192.168.10.59 ECASEBEOTECD 2 e

K 2-13 HELAHE

3.8 MEBEEHP.L

PR ICG B EHE PO RG RE . MR P LERERIT A, UEIPRN
BAGHIT AT —REE B, FE A RGO R E R A E L 4547 IBEEEA R Y
Jr AT IRE, TR B O I T AR A R M, AU TELIER X B ) DXL AT i

3.9 Higgiit MBS

X AT A BEATIE SRS 0 W, 2 B AT ORAE B b 2 O L BT RE . N H R A
50T, B B A AR, o S B Al B3 T L A AR R 48 B
B X ERAT O ARG AR B G, REW NS HI I 48 35 B BEAT B I TA] Y [l
W5 S, I E B G A RS B DL, 9SG X 2% A B SR R SEHE R R AR T

3.9.1 WA HBEM

3.9.1.1 AP EMH&&EH

= KBTI 0 i 2 3 B 1) B3 oA 56 7 P B % AT R AT T IO, R T 1E
SR ¥ 3 A R P D P 2% 3 K T 37

B EENEANE

> BT P LS ERAT AR

227 T3t 66 T




ﬂ P e ] 152

MNETENTSEC B S 2 A e ) EL IR A

> MR, HORRIEE IR, e BOCREGR, ANRVE, e

Web U Il ic sk Ay, BOmRIRE T, . ARk, (ERRE: FEhlkE g, e
Vr. BH2E

JSE AT AR 2E H A5 S A, T R LI R AT AT BUE

S FF R B AT ), 5 T J B T 45 2 A T

A B K&, AT B P RS 2 Rk AT A 4 AT
ML BRSO I AW, T SE R K A 1E S0 5 B P 2%

IM ik N &), #& MSN 5 Yahoo! Messenger [fI5258I Kic%, RN, wJ5
BB M IM AP Z A R A5 2

WIZR M N AR, W AR SRR IE S AL SO

P2P. [iiF. KB, AR N 4% B AT A A

I SO P A A BT SR, (BT HE AR B AR D 6 e

FPIAIE EZ P s A, @Srifal, FHP . 1P ) B ROC &R

v

vV ¥V VYV V V

vV V V VY

R Fl i

= ERtm " SfFf0E " WHEREE " o EPsN "

* | o mm it
AREE - E GHENEE [ sRen Simn EuE K

mna L L3 m RS- ran ranw 2 - E
v PTAVNOGASAN AT W hipimag mail 18 [EeERLAEE o

: PEAINDEAN AT awag hitpiween Balou ¢ [ERERLLER

PCAAGOWEAN | Endi i mEIE hitpiwwew Baicu c  [EEEnE

s PCANINGOWSNL HERE RETTNE hitpifyuedu. 163.co.. [EREIRNSTE

PCANIMGOWEML MR REFLIT hitpinews. 163co.. [RERSES

' PCAIndoWEAML Hrmg Rfsniin hipcimag mail 16 MREERES

i PCAVIndaws L i) MEEIEE hiipcimag mail 16 EEIRRG 0SS

4 PCAVIngowsM. o) . b haptweew Baicu e EEEREEEE]

5 PCAVIndows M AT Moz hitp fimad 182 com... [EFEIRLEE

L i Ll PCAVIndows M AR MR hitg Amsg.mail 15, [EIRLEES

2 PCANVndowsAM A P hitp #1092 168 10,1, [EIRMES

e PEANTASI W Wegcia nipos man 163 e [EERALE

Y SR LIRS AR WiBeEE g comd (SRS

) PUANOSNLIN [ Rnde .8 Repsrina s hRpcimeg mail 16 FREEEIEE
L - i WA W POAINGoWEAN MM ERIE hipiwws Dalouc . RS st

< 2>

R "R.ATR r W& RRR: (0 = Hi-00R. RIER

K 2-14 M/ EMBEER
m RIENERAARE
FRAE FVE R, DL SRR R IR 5 I 1) B i
AR A P B 1 P A i
R 19X 2 IS 225 ) i B
RAEM ). URL KRBT PRaiocst s, WITAA KRBT TR ug seng
i) Web V5 1035
> AR RAEN WA B B4 BRI email SRR, BB 3R K A 4R

vV YV V VY

Ed

N

8 Ul 3L 66 I



ﬂ P e ] 152

MNETENTSEC SR B S W 2 A 7R 8 ) LI A

)R B 5 A Y A3 5 R AU
> AR RIEIK S . Btk S . IM AL IR A 25 o0k T A A LRI R ] %
> WHE URL KT 5IESOR A B Witz R ihid
m EHERRE
> H#EFHON Excel M, Ji{HE AL

3.9.1.2 REMEHEEH

(S ok IK I PRI VR ey & S B ey v MR Y SR R DY 5 S L SRR S D dinw &
RS T3 (SRR 10 R A7 )RR, A REAT 20 A A R ) LT s BE K 1) R 2% 2 W B 7 o R RRE
ICG AMH B4 583 1 s B RLE], EXT B i H SR AT 0 JUE B, (T R 48 Btk
AR I SR EE R .

3.9.1.3 AGHREHETEN

PEH B RE . HEM. 2 R AT 4% 2 47 i B A RN Rl A 1 B BB A . X R
ICG A LASEREL S 7 R R AT B AR S B H L, FFLAA T S i 1T e s T = I A0 2
FUHIR, L% B 1) Troubleshooting i FEHE LA UK

3.9.2 EEMGIHRE

WEE ICG SZHRIMIERT A o RS BT R T 2 AL 4T, N2 s X 253
. Web Uil BRSO IM IR iBIm KM P2P FEEE &P . FRHEZIE 50
FhPE AR, SRIFANE A Gt 4

3.9.2.1 BHEALH 4

T 2y FR IR EEE, AT BE RO . &R B REIZD A BE, 27
RUR NG, L i 2 S50 b, SRR FF K5 70 R S EEIEIX —
B mBEME. A H&xR, ITBIKERER. &, 0. BTN, AT B Z4E ] 5
B b I 2 A E ) LR AR

PIRE ICG KM (drill-down) U730, JEGETHEEE 2 e st e e -, 3 B
B OVPUEAE 42 R S AR EACIR M 2GS SR . Eetn: O T T A Ak 5 T web
FIf oL, ICG 513 LRI ERAE: URL B3R5 -> MREERuESET] > FEIRR i Tt
BHIEAEMLE > FEEA e ATEH AR TT T, 2R3, 1 web U7 inl (15 S b b

=]

229 71 4t 66 T



ﬂ P e ] 152

METEMTSEC

S VS W 2 4 T e R TELEK A

AR, R EFTR. AN, B THZIREE SR B, IR DRI R 1 SR EEE AT

AT
Be
0 RF Folid sy S8 i yek B SHES SR (KB) ETHE(KB)
[ EhmP 2,658 §5.091 36,859 1,454,845
P>l
O] Pibss a# - SiERE 2 SHER(KB) BT#HE(KB)

[ EASTER 11,333 0 6,575 651,750

O] MPR SRS IE 418 19,156 0 10,321 159,713
O &% 260 2,031 0 1,507 73,278
[ &2k 208 5,066 1,003 153,063
U7 mpomuses s
O s S sz B (KB) 2THE(KB)
[7] msar.disenice microsoft.com 1,360 358 61,336
] audownload windowsupdate com 0 342 47 495
[C] dnl-cni.kaspersky-labs.com 210 i) 16,123
[ AP 2->5 8 -
[ el AP Pt i st FRZE
[C] 2008-03-28 18:51:20 192.168.196.115 http:fau.download. windowsupd... 7 = H B L
[F] 2008-03-28 18:51:19  192.168.196.115 http://au. download windowsupd... T EVISEEER T
[C] 2008-03-28 18:51:14  192.168.196.115 http://au download windowsupd... WEALSEEERM M
[T 2008-03-28 18:51:13  192.168.196.115 http:au.downlead windowsupd... 1 TEISERER S

K 2-15 #Bidtge it o

3.9.2.2 GihHB M

et R Seit AT O E BB R AT ORI B LR, 2 TR 2% 30 DL
R R PSRN () B LR . OB ICG Sl P /AR T 23s i 2. P AT 8 4eith s
TR LN ST 4 K3 50 2R GiTHRE, DARKS . DFEL R 2RSS T

I,

7 B G AT AT I e T AT

B HPESRELTIRE
FEIEE I TRV R A, O T3 5E I
> HPAT AR E GRS

W3k U ), LA S i SR £ TOP FH P
MUk =, BA RO & TOP F
TELRINR &, LLRTELIIR TOP
Wiz, LUK & TOP H

K RE, DO R & TOP f -
SRR R, ARSI = TOP P

> MR RS E

W2 S, PR E TOP H P

30 T3t 66 T



ﬂ pod Bl 45¢
METENTSEC B S 2 PR A T
WAy ) SR e, BAAGRLE: TOP H
- WRRCOR SRR, BAAGRLE TOP H -
- WIRKMSRE, PLKAGLE TOP H
- XRCR R E, BLAGRE TOP H
B AFPTAGHRE
> P IRAT NG THR
- PSR (BPHZERD BN RE AR
- PSSR (PR BuRZ R R, DU R U e K
- UK (BBRZE) Hukm 2 S R WAL, DA R 2 I Sl U ]
KHgH

TR Edee 2 1) i m 2R HF 2 —— M I R E (1-104)

W 13, 684~ Pl 5195T (2
O 4, 5968 — 1B ST B
M 4, 484;2——1F
O 3, 684i%x—BBEsH =
/( 3.37%) O 2, 204125
(4.36% (3. 0O 1, 7195 —WEER{Z
,—\{% D 1; 329%?\-—P5‘1J:3§5"J
: : O 1, 27rie—itetid
O a96e—T &
W 7o0iR -3 EEE
[ 4, 581E—HAb

B’ 2-16 352851 U5 ] S HEAL DRRE]

> EECRAT NGRS

- MR R (BRBHZERD BN A E

- WRMRCRE (B RERIM RS, DU R R T B

- WokE (SR HORIBHEA,  DLRAE A #8384 AR 1) £ ZEH
> FELRIIRAT NG
TELLINR B (BRPHZER) B E % K
fELMIRE (PR REMM A, RS EHER TR
B R KIIR TR, PRSIk TR Z A
IR B2 MK S HEA,,  BRH 28 B iR KIK 5 HE4

2031 T3 66 T



©
MNETENTSEC B S 2 A e ) EL IR A

T R E U 2 IR R A —— e R E (1-444)
1600000
W 1: (94, 25%)00
1400000+ O 2: (5. 43%)Fetion
W 3: (0. 32%)MSN
1200000 O 4: (0%) Yahoa
1000000
3
£ 800000
i
600000
Aver=336499_
200000
o) M 0w 0000000000

Kl 2-17 R T HRAS AR AR E
> WRIRRMAT G RE
- WRIRRME (BPHZERD B AERE
- WRIRRWE (BHER REZNHPHES, UERSH P RMRZMgiE
> KRETFHERITAG RS
- R RE (SPHZER) B EERE
- REFERRE (EFEBERED 2P S, DRSHPEREZR
2
- PR (B THERED RE MR, D& KRBT RN
)il
- HWREZHRETFINNHEL, UASEMNERTEEM S
- ViR EECKIAE R A, DUR UG ) &l R R P

TR EUe 2 R R IS HE 2 —— ik 2 (1-104%)

W2, 2422
O 1, 037e—HE
W 52—
O 40diz—HE

T 0. 32% O 762 --3F i
s Ao.18%] O 75ik--R4
[1-?3%; 0.1 O 14{?\“%’
O &ix--E&
O siz--i#
B 1ik--EE

K 2-18 RIS HEA PHRIE
> UHERAT NG R
- R (EPHZERD BERRES K
L BSGREF LAkt

% 32 7 3k 66 1T



METEMTSEC

ﬂ P e ] 152

S VS W 2 4 T e R TELEK A

- BRI SRR TR
B OERERERITRE
FEVLE I VSR, W Tk fEer] G 4D:
= ERR AR A, AN R R B R 2 N
- P A B 2 N R, R A N ) S R
- WESRKMAPHA, &R 3R A6
{

- WERKWN A, KA N E A

SRRRAL S d R B FH A0 —— it G it A (1-1044)

‘BO00000
W 1: (37, 85%) &@HTTP
7000000 4 O2: (18, 155 1T
M 3:(12. 36%) eDorkey/ eMule
6000000 O 4: (8. 18%)Bit Torrent
O 5: (3. 47%) HAkPepmi FH
i 5000000 O 6: (3. 36%) 5L
il 4000000 O 7: (2. 2%)POP3
= O 8: (2. 03X QQRER,
R 3000000 O 9: (1. 68%)0Q
W 10: (1. 58%) 36080 T &
Awer=1694973 6 1
1000000 -
SR 2 3 4'|_5" el' ?J' BJ'IH

K 2-19 WAL E AR HRRE

> MRS TR
- P R R E
- Wb T IR R ROKRI S, LR R B I A R
- WEHRKKMEESERHEA,  PAR I M 1 1] 1 32 2
- VEHCRMIMEEHEAL, DR Rt T A 6 3

> SRR SR
- ERRCR R AE B
- WORMBPRR R RO R, DL R 8 B 2 EE R A
- UREHCORHMRAR SRR, DUk AR g 3 E

> WIRRMRES RS
- IR A
- WIREMWRERCKRI R, DL R R B T R
- ERAMRIEHEG, PRI R R

> UHERRE SR
- R EAE S
- SRR E R RS, DRSS R R S ) R
- AR T ERESA, DR R TR

33 T3 66 T



N st
METENTSEC HEREC W] % 4 F R T

- BRACHERET R, DU AR S RS E A
m ERRKRGETRE
FEIRE I TR VE L A, a2 e e 1] CRE P 40):

= ERR AR A, AN R R B R 2 N

- P A B 2 N R, R A N ) S R

R E W s 4 (1-1044)
1100
H 1: (90, 73%) EIEHTTP
10854 O 2: (95, 54%) Q0
M 3: (99, 45%) S3L
1080+ O 4: (9. 45%) FOP3
O &: (95, 45%) IN3
% Aver=1054 4 T O 6: (9e%) ICHF
= 10804 O 7: (8. 0% MSN
4 O &: (98%)HTTP POST
{13 1075 O o: (07 21%) BEERRE
W 10: (57, 09%) QOHERL
1070+
1065
e "3 "2 "5 "6 "7 "8 "9 " 10

K 2-20 _LMIRHHE R

3.9.2.3 e Hrits

WIRE ICG $R At A 3 B E AR HE (R RE ATl o 23RS 2 T X AP W H SRR
FEREAZ IR, CAAREOOP (G 2 X B 1) B SR A 03 T AR AR I Hr ety o W47 58 13000
Prafdty, DAL THIRMAT NGRS, IRl f T s f et (B, PIZRERG IR
HO SRR T AR

mOERRIERE

W0 2457 B B A BE I 4R BE G U s 4T, LSV B A B O SRR A IR ON RERE LIE T T 0
2y T IBRIZRER) H T, ARATIHR TG ELRITE M 2015 58 A B 0L . I A OL, IR )5 %
TIXLESE PR TG OUR I X PR . 5 98 BRSNS RENS I L I 4 B AL SV B TR
SRS

m TERERRE

AR VR AT LAR 7R 53 T HIRNAT N5 TARIIAHSCHE, R AR TARMOAT it T A
BOERNFARERE, IR ARG M AR SE (REEAT Oy, 2GR HE); Oy HR ABITAN
A2 PR A TSRS RIS HE R

34 T3 66 TU



ﬂ P e ] 152

MNETENTSEC B S 2 A e ) EL IR A

R H Y AR

B T{ETxEMA B HAi A
120+

100
a0+
&0+
40-
204
o '

Btk (6)

=}

=]}

-

1 1] +I?| ¥ é
K 2-21 TAERCER T HE
B TAEHmRE
AT NG T A o] x5 9 9 P B LI R 7 ) it A7 LRE 23 B, 5 B B3 T R B AT

NPT E R BSRE . AT RS, AR AP R S A . — 7 i o KRR P AN S AT

REERRE, 07 AT AR BB P E T IA S AT N A i 2
2.1.1 ARMuspIuA2 3184

R 2% ok # & 4:4.]| WSk JiiBal 4] FE () mBHH mp s
192168 20,103 28]63% . 93980 comcal60114%
192.168.20.106[847]19% Jobs pyajpLR19%

=t 43 0% 5 193% 0.08 0% 192.168.20.100[5%112% guang ]t “_D'“‘["*]’,;f,
192.168.40.141[1712% shoujichen it 110.en[2]5%

192.168 30 M4[LRT2% g%*]g; calER15%

sora longluntan cn[20129%
192.168.20.106[447137% cstard net[24]29%
HEER 7 0% 3 117% 0.09 0% 192 168.60.171[247129% www.010210.com[27129%
192.168.60.111[1:%]14% www.dgb888.ca[17]14%
i

192.168.40 2192 KT33% sss chuable.ne([L133%

. L
HiA 6 0% 3 L17% 007 0% 192.168 20 100[ZX133% "“‘“‘dg}‘wc‘[’g‘,{: S
1220, www. 34tz com[24
192.168.20.106[2133% e

ok 11007
] 1 % 1 0.39% 002 % 192.168.196 T3[1]100% et conlLA1I00:

K 2-22 178G M Hr 4R
RIS
IT #1175 BN B IR B AT, AEVE BE A Bl 3 BRI N RE W HIEH T 70 40,
N TIEFRXFEE 1, 75 2EA 1R 2 58 OB K At L. RETE AR, B
R K P R DL E SR 7 B S B 0 A o (8 B B 1 s o8 BRI IR R 1 DL, AR
SRIDUBF X4 It B AR A VA B A

25035 71 4t 66 T



METEMTSEC

ﬂ P e ] 152

S VS W 2 4 T e R TELEK A

I A AL S 70 A i L

0 TiERxRH (oo i) 52 I e N B TEEEHIAN

10000
3000+
&000 4
7000+
B000
=000+
4000
3000+
2000
10004

MB)

e (B

]
]

2010-10-25 (F M)
2010-10-29 (& H)

2010-10-25(fF—)
2010-10-26 (/&

2010-10-27 (&

K 2-23 758 A I BT

3.10 HHEEH
3.10.1528 M A Ric w5 SH &%

PIRE ICG Se B3tk R 7 28 U5 Tl 1 H S B IR TE) . 2% . Web Vi il
0o WS ROR R IM IR BN IR A LR IS P2P FEGEx,
PAR T TR AE LA ARG s 345 . vt — b B WS SRR o ik it 1 5e B A 24

= H

ICG B PrAr T v IS [ Bl ) Bl A s CBRIAD 60 %0, I s fictie, mT DAL 3
BEAT %A . #4077 NEHE FTP A3l 3. USB F L.

3.10.2 H& O

W ICG SCRFARAZI H &bty ERT BUR I B H SRR AN BAF B b . IR
A5 ICG —HMrA &M, giit. dThae. HIUAAET:
R
HEFORIE T H SR 2 e tE 552 B0k b1 H SRS 85 A RS0 L%

28 36 U1 Ft 66 T



ﬂ P e ] 152

METEMTSEC

S VS W 2 4 T e R TELEK A
PRE, FEMZRTEE AN SEE, Rt USEEU B SRR E R, SH
B M IR AR {5 B i e

B SN SELER

HE LR Mt KN H S AW S0 ee s, RO BRI D s H S S L& .
I HilE ST DU AT, AR S T HEE RS IReR, R T ICG Mt
By, 6159 ICG fEWs “ R W17 BEAT URBGR B 5 5 P2 -

B HEFEREXHR

HEFOSCR AT HS 2SO R . w] DUB R S A R 16 H e . 45 2 R H]
KA HE WO R PEETRBCS M BRUR A w1 SR H &
Lo

m HEBBERIE

4 1ICG 5 HEF LM EGER I, 1ICG BMAERMZAEF ERMIH P HE, £
R E G A8 BRI HE A, ik H SR e,

311 HEH

T AAAREE L G LT NE R i R, SR8 BT 6 m] DA B 2 D1 Bl IS
THEE T SN BATIRE, G—HlE . NR EMAT A TR SRNS, JF & B %70 3¢
FURI R EMAT A H &S T8 b 20a 8 MgEd oA, T M EEE SR, 2
et P LR AT N E R IR 5 1

R

SIS A% XTI ETER) ICG WA EAT 7 B B, S 2 % 1ICG WA HIIRSE R,

WL HL AR THRE. HFRERESE,

BYEFEL: ALEFESER ICG BRI S ASACE, WREE ] ICG TR RCA
PRSP URL .
" AR TR
S R £ e

= He

UERLE G ARG, W DU B SR L N A S . AR
Mg SERAAS, TREFTEHEB &

B REHEER

037 T3 66 T



R pushiidl i
NMETENTSEC SR B S W 2 A 7R 8 ) LI A

UEES - QTERSREEM K EMHEER, TR SRS BECR .
m REST

EPEET QW R TR AR A ZAE—H ICG B i 7 IR RAT A

gt tr, StREEUIRDGHE . AR EHE. RIRFR RIS FHE .

312 HpEH

R B RAT A8 B O R B3R, AR AT — 2R SRS A2 B0 — AN P B B T
(K1, B RUP R AIESEHEEE R T ERATOVEBNRCR . MR ICG #2417
FE P VAETT AL AT & Al SE R i P 4 BRAE 7 5 AR 17 13 a2 Akt P Ay PR

3.02.1 F P BrE B4 E

mRRMNVHAZE RS A H

VAR (4SEXEN ALY AR RN PR NN A 2y AL VRb S Z SRV DA
S TEM AW, B MEERNE. MR ICG IR RZME R, fe el
ISEBRTE DU P AL, T B s

A HEAEE
= B HLEE R & AP o B

E;'f_fg)j O &8 PHSE SRR

02 O m2f= 172.16.40.6 L e ]
EE?EE [ g 172.16.40.7 T, S 2
%ng O meExs 172.16.40.9 T =
= B2 [ eiass 172.16.40.10 NN S
E;E—IE ] e 172.16.40.11 S
;Féggm [ e 172.16.40.12 AN oS
3 1028 [ m#sE 172.16.40.13 L ]
EEE—'E [ gmi—F 172.16.40.14 AR S
%13;; O sET 172.16.40.15 A S 1
@ 1454 e 172.16.40.16 oy oS
| 155 M mgsE 172.16.40.20 L ]

Kl 2-24 IRV R S5 E B -
m P MEREINE
AT AT IR O AT Ay i 4 0 B T SR S O IR B A P ElOR R 4 b, T RL TP I BRI 4y
FRITRINLAE, AR P BOH AR 2 B 1P 2 BCAR A (R &), B0 — > ik

38 T3 66 T



METEMTSEC

ﬂ P e ] 152

S VS W 2 4 T e R TELEK A

AT H B B AN DS, IX BN S0 R B 20 AR X — S P b AT B, T AN R R Y
R e WIREICG W] A2 B B AT 70 41T BEEL SR, & T 2E B TP 2 B 3l3d FH 1% M9 B
Filigo 1CG TR A BIARIEN 1P HZINA R FTE R 1P 2321, A B 3% 1P 73
e SR E ARG o X TS Lm I R U5 SRR, B 53 m] DL S e 2 G — R 4E
Ho— 1P YR N, XS % 1P B L] AR SRR A 1R SR, ORI 5 1 shaS A B RS
M.

UbAh, R B A TSR E 1P B, ICG BT LORERVEM A 2 SERE I RS R
SE SR AL, B EL O AT DUE & IR I HLR A2 sh 21 2o SR P dlrf, ATz 20 58 36 P 1)
5E 3o

B R RRURAEE

PIRE ICG STRFBUR AL E SCRVE B . Al AR G P L 57 “BURAL”, WIHEE A
FUERIMN “CBURAL” of, — AR ATCLFIR SRR T2 AR . X —DhRgdm 7 SRR
B RIENE, EABCRE P HREFIRTE DL, AT SEBU— 287 e S 4L (R P 3R 4T
gi RIS E L

B R AD BRRASA

PIRE ICG Ak AD 3RS 4% b P AR B RS P HLFR T, JF B s8I
XF L FIRLRRZEL, 7T E SO AR ZEL FR EL IR IR AT D9 8 4% SRS o

BEXS Al 4% f H FH BUAIEAR RIXS) (LDAP), EBRTREDIRESRIL, SO

v ATRE SRR LDAP BN, BFERRA SN

v ARG BRI (R B3, BiRS LDAP RS 84 FE M (5 RS
v FEZA LDAP RS A FEI S, THRHOAH LM R AL s i e

B RREMA

PIRE ICG FAesCHmtEd . Bk PR e e B — e IR (sl
PAAE . HEESE) (MR P DB PR AT IR AE, A3 A n] @ PRI — 4t H P AT B, 1
U, ROE I SR 5 A LU 55 A P AR IR QQ SE LA fE

B STEHENEA LDAP RS FN S P i

039 T3t 66 T



METEMTSEC

ﬂ P e ] 152

S VS W 2 4 T e R TELEK A

XF T LA 2 AD FIUIRSS A28 IR, 1CG W] [Fif [P BT AD T IR 55 2% 1
PGB8, SEeMBE P g 88, [N, WLLEE X LDAP FSF AN,

B SRR RERERRIEE

FER P BEDE R, AL Z IR AP A T, 8 B O1FE ) 32 SR B ) H S,
R AR RIB R R0 ] X — 3R A F AR B K B I (8] RS 77

PR ICG 7T LA G L3R 1), A2 FTA P 0 R IR, SCREAI R EA DI fE
HOEAE R ME i N B 00 F - LB P 448K s B R ELBERE 2T s P AL n 2 A - 56t
Z.

B XHE IPIMAC 455 K B34 5E

MR ICG SCHF 2 P28 FRBEAN = 2 W 46 FR 85 R (1 IP/MAC 4658 . 7T H 3 B IE AR e R 12
BN TP MR o BEAh, RGSCRFAE@ S I H 30T IPMAC 96 5E #BAF .

B TR S R A

KT AERFRRNG B0 R A T P el v i FE 0 F s R 1CG 4R A G sl A G o T T

3122 7 B iR Bl S AE

B FEERAFNETR

e ICG St 2 H P UGERR 72, R PSR gt 7 R ey %, a8
B[ IP/MAC 4052 . =2 M4 IAEE R IP/MAC 4552 M5 Web AAIE. AD 383 BAIAGE
LDAP iAIE. RADIUS AilE. POP3 iAilE. ESMTP iAhilf. SOCKS iAiiF. PPPoE iAIENK 5K
B =07 PR e AN, 0 T R ISA R G, ICG 38324 NTLM A IEA BASIC
WIE, SEHLE ISA MBkEh. X FE—MER R, ICG #B3C R BRAIIE. @RI
BB A IE BINUE 7 3K, AT DA EIDE X 1 ) B S FH B B AR 7, ST P B B )

H

TER LAY, AT IR A B IE B AT I 1P Huhk oy Bo i B2, 84080 1P HuhbAn g -
MAC HuhlRHf € - 5 03 2 PTSE R (BRAEALEMZEIAET T, H 1P 5k MAC il JFA
BEFE — DN A4y, Eiln DHCP 3h&A0 R 1Py s AL — A R& 1, i Ete
D7 HE By, iR SCAHE Web DEEH =T AE.

2540 7 3t 66 T



©
MNETENTSEC SR B S W 2 A 7R 8 ) LI A

f£ WEB WAIETT U, B 537 DLBGE I R G — 01 4R 14, JFE UK S 247 1A 2L
IFTa), GRS S 24, (R B i€ 5 B AR E R e ook ESLEl WEB A
UE, 1 2 7R EEAE O RE LI 2 1 W 5% FRgE S FH P A5 B . NSICG SCiF 2 A A P 5 BRI 3K,
FRLGHE TP BRI, B ZERECA AL ) TP ik tHENLA . MAC MRS R, B
A LU LDAP [R5 5 20 SS9 7 H iR ss s i (5 8, SCRF RADIUS WAE, it
Gb, BT LAAE I RE E € SO P 2 ANTIRE, Rk Excel A% BEHL A 5 S EE

SRR )E, HREBFER, FETMEB AR, TBOREE A€ SO P AR, I
LT ALEANR] 7 212 18] SR B s P s e 280 s i UL PO TR R K o XA sl
KT CWE T B B, I OyEET P B A E S R G IR R BE T AR

B SRPAESE B E ORI E B

MR ICG ¥ web WAUE S BRI, FEZE A LLEE SCERAMINEE . EFFA
A& e T Ros A (5 B IR A N . R, B i R T A E S B
E X BLEAMATE

B RREINE

WM ICG SCHF 2 MIAETT AR A, W T AR BOTE AR BGETT RS2l
ANE R = A B[R — R B P AT [R5 2 MOAE TS 2K, T (8 T AEAS R A b
PR N AR AT AV AR

W STRFERAEA IR

XA AL A ERAE I I 830858, ICG SCF POP3 7RG, HIP ARTERAE, R
FEL POP3 PSRN — IR, ICG BIFDRIELEIK S 4210 T ok, AZHI BT ELERMAT
#ArsE AR IOk, T HEHERER. EAN.

SRR IR

WIRE ICG SCHRAARSE P9 T SEALEO T AL R, P ARSERRINIE, MIRR ICG REW B
ghiafis— M AR TR R A P IR S 8T, Rz RN LR AT
285 AT R e AR HAH B4 T

B RS T &

M ICG 2 4F WEB TAIE. LDAP iAiE. RADIUS tAIE. HBEEMKESGE. 1P AR5
S R 2%

241 73t 66 0T



pod et 152

ﬂ METENTSEC SRS 2 A A o R0 EL IR A

A5 FH 2t AT DABE IR R P AR A B 1PN “ B il 1P #113R” s
B SRHAEKS A RO RR

X T B R SR N X R, AR B B AT e 1 ) e R ) T RT AN R f e (] 9
, BIIREEEE, ZH P AN —J7 s s AN At 53— 05 ey S
NI BRI PR Dy E

B SCRPAEK S ME— 5]

FIRE ICG SCRFVIENK 5 ME— PR . X —ThgEn] DL 61 [F—AEK 52 5 o vRfE

BT LRI BRI RLAS R B AE R 3K -

B STRRAER S RE R

XTAT AR EREK S, W ICG SRR LA SRR 5 B4 8, REEH UK
FON B4 B R, K SR il k.

B RB=NEERBRE D

WIRE ICG FRBEARAERIEE =77 F P INIESS BERShH 1, T DUEHOR B 235 =J7 28 i &
gual BT RG R P IAIES B o AWK B AT H B HER SCER R BRI P, FHESeal
JHEZNE RGN T H 5 FALE

m BEREEM

W e ICG R & s BE [ E D Re . P VIR )G, 38—k B IRIE SROR i & itk D e
4 L 1) 175 SR A B 5 1) B T URL e 0 TAERRL . BURBLRRI 224, T WA 7
IR R 1 2 1 B A R A5

3.13 HEANEH

PIEE ICG SCRFARE A A BEARL SR AN BEG ], B AN R R A 045 4 B DR H e
THRIKS . RENS 2 4ERL AR FAUR, B
B SENSIC E BN H S E ARy, SEILE AT R R L AT O T ARSI A
B rERR SN R, SEE T o NG RE, ANER AT 5 2 1] SR
Mo B AT,
W DREREHU RIS, SEPURERE L. A EE. RGUE BN BURIE.
B SRS, FTRE HEH I SRS R EEE . IR, RS RAR AR

42 3t 66 T



METEMTSEC

ﬂ P e ] 152

S VS W 2 4 T e R TELEK A

FEN, ZYELIBIRL 7y, 78500 2 ks 23 F 7 5 K5 BUPR B H#E  2E5K .
3.14 45 USB-Key

FEANL BURHLIG. SRS Sirh, BELumge P RO TAE S At R N 5 B B
U7 A S B R (B I A S VAR E 4 = A NVASCE £l PR S S VB W
TFNERAE L, A84 5t 75 22 F 3 USB-Key.

M & ICG USB-Key EHUE SEIURFAUH 48 BRI RIS, DARE (7 2k T B A 5
AR FERERD R . KT IR, IF B RA &N S, SR P A ®AE PC
46N ICG USB-Key Ha] sz 8 iR DA

ICG ) UKEY FZELFF 7 FRRRG: Sl iiEs adiih. datl. Silib+o it &
WIEH I H] . s o], U E+ G v+ i .

UKEY& &

[ BRA%IATEUKEY [ BR&dEHIUKEY [ BRAKHEITUKEY

FIMEUKEY: ERBLEUKEYEIR PRREAME » BRATLUE SR PSR » BarL R h Rt
REHIUKEY: ERRERIUKEYRIR P _LRT A 250 EH » (B EPHT AR I RBE e
REITUKEY: ERBETUKEYRIE P LRI ST - (B ERT AT L RRE TS

RiF

® iME: {HRIMIE UKEY B AN ZAUERL AT DU 2% Bl (ERT DA
W 425 1) A SRS i 1

® fuiith: I UKEY B B RAT AN SRR S0 T SRS A1 i FoAd By
AT ARIS R T, AT SRS ] B T SR S e o AR
{ELSZ 47 1l SR s (R 2 5

o Gufmill: Mt UKEY M7 AT AN St S i Sems . A3 1 F ] Sems |
I P32 £l SR (R 1), A AS S o T S TR A R SR A, (2 ATH IR 52 B T SRS 1Y

#it.

315 RFAHEE

N T ey MU BRI P _EAT )y, R ICG ARE eV M Rh B, Fitt, W%
H & 122 R e ¥ EAE I 251817 . MRE ICG MR BEAF 77 T B VEHB IS 58 1 R &G

43 3t 66 0T



©
MNETENTSEC SR B S W 2 A 7R 8 ) LI A

R R EE, ORMZRIZIT %08 .

m THRRZEK. B4R%

WIRE ICG R & FHRIHAE R 58 NSOS, "EAERA IR RGTEA L, BHxb B RAT e R
IR s, BEAT 1R i, S AR G 1 5 5%, B ERANZ NSRBI fa 2 s B8
5 TCP/IP il TALMIZEIRED, Wb REEA% S R 2 I s e e, RO 1 4%
B b P RE

WEAEJTI, PR ICG T BB HL Mg IR sG, i RE X, . PR, FR
R PR T TE RS BT KRN, B R & s Roa T 5 g ek,

W EREE S5 B Th RE B S LR R

PR ICG $RALEE 1 bypass 58 bypass XUEE ORI, A DR A2 57 5 IR 10X 208 4K A% 00

WA bypass: |1 T RAMNRP KRB EHEN, MR ICG K B 31 R s 1T bypass ThE,
WAL E RO — SR A L, A2 A MM SRR AR . b4, WA
(% bypass DIfg, EBEAHLMMEOLN, ATLL “E3)7 KB VIHA bypass AR, HIE
(RSN

BAF bypass: 2 BRI BUE 10 LA IRER, RS0 A SR ST bypass Dhfig, &
FEVEASE L B X 2% it (1 0 AT AR B, AR oK 98 “ T Ba . M Ik = 2
ZARMEUT, REGHNKE S MR,

B XRHRGENE, KIHTERKB

P ICG A I RGO RS2, ¥ NSOS R EHEIEABKE Frdr, S5
BRI R G o BERAUE Dy H BRI, RUEREAL B IR, 1CG I BEMAT N
FRENALZEULMTRM . FR, M ICG Bt A& B EIhaE, A At ,
ARG T R G Re s EE A A TAF 21X, G fEAE 51 A 0 A e

seAh, wRECE H S, B R H SRS AR AR, TR ICG AT SEEL
otk TAF o IXMARA At 28 7 B 4 e o Xof 80 45 A 52 PE AN D BE W] SE 4K RS2 o

B SRERHLTARRE

WIRE ICG SZHF RS J 2 BEBR AR T XL C AR v . WL Bk fm A plek
#BERE ICG W HAKE WS, AT 5N BB RN, JFHX ERA 58 4iE il

B EHARREALSBENRERE

WIRE ICG ¥ B AL KB N, 5B K FLoa b7, Al U oK B Y A8 1 2l a2k

44 71 3t 66 T



ﬂ P e ] 152

METENTSEC SO 2 A R R TR
TN SBE. WRHNMKE ARP Bk FiE, SIERMZRERFEIEMN, ICG nf IES —hf
(R GE ARP JREE TN, FHRIE S EMFAE R R, SR &N PE. ok, k4R
LR, EI R ERIE P Ui R PR, AW, sl R, MR R
ELZANME, N RKREHATH R, Xk AT “HmH] 7, FNREE ICG 3 &
[PV SR RLRE 77 o KT8 H IRE v B 1y BE BRI, b ] DAsE A fHZE . Bl A BHZEHE
WA IR E, ST RERERN IP, T LARE NN B4 Rk 7 Bl

B FR&IAVI A ICG H TP Huhh 3 B A2 s i 1]

NEOR ICG H 51424, PR ICG AL A IV 10 PR DhRe, 7l € X RVFE S ICG
B G TP HuhkE L, ARV P BSESRE T P A A O 4, WV R ICG 1 B A .

[FIF, WREE ICG 1 web BB RE 05 & B8 5% G RIS B i I (8], 248 R HE
PRI S R BN B )RR i i ] (R Y B SR, DAk 5 12 4tk .

3.16 EPETHMZE (IPSec VPN)

REFLE HIM 4% (Virtual Private Network , fiiFR VPND 5 B 1E A FH 45 L 574 YA
ZEIHEAR M FE ICG L RFE M EE ASG W 38 NGFW B HAth ] 7 L6 7 5 VPN BAR1HE IPSec
BEAT HIE.

W5 ICG SCRE 56 B AR AE IPSec PMSCE S VPN ThRE, JERIAT VPN S )4 0y 20k
FVE RIS IORCE, QR AT E IKE AE R, 27 % NAT 8%,

245 3t 66 0T



pod et 152

METEMTSEC

AP

S VS W 2 4 T e R TELEK A

BIFRREE

IKERE (E—RREE)

gk TRER-RL T a-ESEREE) A
[ESE=tF
TR EhE:  Kew 2
ahA: WahEEKEGE >
HENATHIE: [
EHEE
FNEART: HETH v E§A:
FHFR: P4ttt ¥
= Mt BEX it v
o B
AR v FEHR
EH AR ettt ~
o huhilg P i34 A
PSeclilE (EBEME)
FMTFR: | S TR ERRTANE, H10192.168.40.0/24 -
EWTR: | S TR ERRT AR, H1h192.168.40.0/24 -

W EE ICG [ VPN B [F] A S 47 A RS (1) SE I i %

BIiK
K 2-25 VPN Jit & A m
fHR«ar>, “H”, “g =Fhgif

(915 ST FOR T VPN BRERAS, I AT LR 1P F0 TR B R  i1 .

N REERE

PsecfiFiizs: EBEh| o BURS @ SLES DEBRS
R IKE## 75 B
fenzhi 0 9

#IE P HE e ot Bl | AEB(KB) LRE(KB)

2H 192.168.30.72 192.168.20.0/24 192.168.10.0/24 0 0
.

K 2-26 VPN [%iE{s &

PR ICG SCRF VPN AIERE LIRS, ST A CA ZBRMIES, B A RIEHIE KRR
JALAE CA, MHMAEIERAEBIES, RFHTIAN. FAERE, RIEHS CA IEE
ATEERS, VLEC S Al AE, BETE LR

CLFPREME
W b FE
[ DN

WEHEIE

W EREY @ IMER @

SHPRXES §§ kR

EP2EE  ERIRE

K 2-27 iFPE

2 46 T 3t 66 T



METEMTSEC

ﬂ P e ] 152

S VS W 2 4 T e R TELEK A

4 FR5RH

VER—F AT 1 AT R L= 5, MR ICG AT 51 S AT Wi, JEEZ A7
bl E5] 7y G

4.1 HEERGERH I URL SRS

URL i 2 EMAT NE B iz 0 Dife 2 —, MR ICG 1E URL 78 i (AP . Uk
B ERSEAE . 0 RS RS, B E PR R AR A

m EBSEHHETT NS RN URL M

MR ICG R 1 B b fe e 2t 9 URL Pl K30, BT 9485 R (R D7) Ja 4
GRS TAREE T WA, BN SO BR S50 0 0T N 2 AT
A 2 BT AN SCIR A, AT X sl R AT HERf L 28 . 5 2455 AR DL C 7 SN R 2, 0t
S EANHAR M T 8 R0 WU B2 M TN T, fels < 3R~
W DT T B DR DX i AN R S B ] DT TRC ) 22 35 1R 03 2K
B EIREAKHIC URL HIEE

MHEICG HEWFKI URL HAMUI RS 4A R FERIL URL 58, CHAHE % E
REfiH X M. tEAh, R URL E 3052851 AR o E i SO 1y 5t (e 3IEgsE, V%
AR _EMIHSE, & URL 704 50 &R3E, HETCZ8IE 3000 /555, 2B &
R WEHAMH L URL B .
B A% URL 4 R50EE

W HE ICG A 1Y) URL — 245y J5ThRe, FESEILATTHREANY URL 20 K0 MRS, ARk
4@ 7 A B4R R . Lo, f “TE” URL 02K WIS . B4,
SN BT BT TR
B OSEREER, FREREE 300 HEIER

4B URL BB, StF8ide. 485, T2 URL, MEE URL RS #F 7x24 /)
RS T, R SR 300 Ji%%, JFABNZE, fIE URL SR
B \THBIRR B

ANTMIEEZN G HRMEE, MRS T —3L T AT URL 7338 7L, i
T URL HBh50 J2E BRI o %, MEIXH g —2% URL ik, fRIUE 2R AHER PEE T

47 71 3t 66 T



©
MNETENTSEC SR B S W 2 A 7R 8 ) LI A

99%:.
m ESEHEZIREEH URL E
B Vg AT BCE N TR, R SRR AR 55 45 3R A5 BB URL [, PRIEBE# URL FISE2L

m R73E URL EfERESE, REWSH - EE URL B
WRE™ dh SCRF2 7 R 7028 URL [l B3R T RIIRE, (L8 — B a4
2, F/UEREN URL 10 B YU IS

4.2 [P S5 TH B I 28 L D U B80H

Xof X 2 I8 007 BE A B AT O B il AN AT D BIAZ O D RE . R ICG e iR
AR P2 R, [ A S — BRSO E I A 5 S BB AT IS X . SCRFIRVE P2P
R I L AT

R 3000 55 FI4E LA

PR ICG BEME XL GobrAE LA WM. T HEAE. P2P. IM BIIRSEAS . WL IR

W2 AL, (ELRID R (ELRIAYD. (EEAAT . ImAR SR, ARFR S 600 £ M4 157 ]

BEATHERS R S, 2 T P A T £ o9 2% I 0080 e«

B TN AR ST LIRS

fe Gz Ay il TP B o 1 BB R A e R, AR IR T AR IR B,

HTTP, SMTP, HFZERAEMEZLAEZEIAT, SR ERNETLR N, mH,

R 1P S &S SR &, i QQ, P2P FHEAE, WISE A ANEEMAT. MAE ICG

Xof I F R TR ) 80 I FH AR 5 47 R AR SRS o T8 N FHARRAE o 8 78 P 1 7 A

B R A5 B, AEAEAR VR 7 R AE, 2] AR — M bR A S B3, gt A )

—AMNAERFA AR, HIGCHHEA S, 1 21, 2, 1CG f

DA R AEAR A B 0 I 2% B s TIAT ARRAE, R ARIELRZ AN EEE AR IS

BRI R I FE AT AR R A — U, i X AT A B AT DU R AEAE AN

STV BTt

SRR, ERIEH

it A ELIBR DO [ R K, % o 2 I P St AN 5, T LA B P o ple o oo

JRE 14 b £ 1S 3-8 23 A T B kB R B 9 24 7 T Py AR A R e, 76 5 — Ik 1) Py 42 L T 4%

2548 T 3t 66 T



©
MNETENTSEC SR B S W 2 A 7R 8 ) LI A

B, AT DB E R B

4.3 RALH R EE

RS BZ MR ICG f— KF AL, TR IhRERTHE R84, 1CG WA FHRE T
BAEN G BERE RS ARSI

RIS IM KA TR A

e ICG SZREXT IM B (2R3 B A BEAT AL 6], fldn: fevFEid QQ ks
AT R P SRR, HARRR QQ IEREMMBIRA BE, (A5 IEDr QQ Xk, ZEIEREA
WEE . BEFE 0 A IM B VA B SRR, SCRERIT LETIR I %R SO TAR R T
B RERKRRE

PIRE ICG SCHFIRGE I IFIE) S N2 FH S 2 AR st B R SR, X T8 —FpAT 9]
ABCE fuvr. PHZE. st DAARESEH)

XTI OL AT Z MR, 1CG Rt i Thae. FR, XA BT h
1P, B ORI ORGSR A iy, e eI T N 4R BN
m RRRETALES e N

W R AAT R FH P DA RS Ry R 275 3, RT AR Xk R A AT L A PR ] 2% 2 P
BCE NS, RV R A 263 IR AIE IR, HE web email 4xiiZE1IE, FEANZE
RIS BitTorrent B R A SCA: o 3X 00 B 63 i ELRG AN 72/ o T SR S 00 14
KEIER]
B BESFTEM

TR R B H E AT Gk 08T, 1ICG SCIFEGuihas R i B O it AT 7 &
W, DAEAERIRIE 2. seAh, fESEE BINEE A, 3 aT Bt 2D BRE R R A 1]
B, e TRAGETE— FA P PR )R R 2 N T iR, AT AR AR AL HRRRAE ST
B B S5 e A 4 5 R A O o
BB FERLRE AT BB AT

PP AT DL R A R s (X R, BR SCI A EE P s Web Uil 1 0L Tmixt
MRS G, WA DR RO /NS DL SRR 1B [RDRLBE EAT &R, X0 T4
BOAHEREAL S M W S AT Y, TERESR A T AR SE I T B

%49 71 3t 66 T



©
MNETENTSEC SR B S W 2 A 7R 8 ) LI A

4.4 B 4 5T AT W )

HT L P2P AR A R4 T AR ™ R 1 b 2K (s AR A, AR IR T
P2 R 58 8 B RRON 22 Al 38 D) 655K, Wi s 56 8 B S i e B2 B RAT o
Fo I EEIhRE . YRR ICG St anfb i B AEms, 3 Bh Ak S By 58 i) & PR A
AR RE R

ICG W] LAy RE—AN Bl B 1T ¥ B 98 » 12 P B 3 1) R BT A I P s PR )
BOE R TEA X A P BB 1A A A AR 5
XA R E R

NFE—FNIH], W BT ¥ LR SE, BT s BT FEOCHER, KL BsE
(s 98, AT 8E G 0ot HL e N P i 98 PR 55 o o
W AN R A o R B

FESELERE LT 75 B AR T BB AT 9T, v T BB s 51 A P2P Rt
SRR R B8 ICG AT LA B AR B G T 2 B PR 98, thmT UK Y S8 IE 1
BRI BE, AT AR B B3 PR I 24675 [ #R BR Al) 7 1 7 5 Y0 L P, SR LY 5 SR U
AP I KAA -

m REHRE

ICG ) 58 383E AT LR B a2, mifloe g ity vl B e U oIl , Rl i
RN it 75/ N S S ok 2 e 0 DS N N P bt 0 s D = E
PRRIEIE,  SeBlal o IR et 2 .

m NRRREHTER

ICG AT LAV E A M EHLA) AR R B E Rl R . PRIEEREZ DR, X

Tl RE R R R, W DABEAT T SERR ] PHZEME H WRE EE Sy, i bz, HEK R

WP IR AL B, SN SRR [ 9 BT

i

4.5 RRNAH5I%

B FENEOR, RRREMECAEERE

FH L (zero-copy) FEASHAEE K 00 M R0 45 B 25 B P R 22 IRl s (1 i A v
I B P8 DL, b R, fEe CPU 5 INFRIEIRCR . seBL 48 DLt
FERORFE DMA Sl A4 A A7 XIS B AR - RE TICG SR A %98 DM oA, AR

2050 T3t 66 T



©
NMETENTSEC SR B S W 2 A 7R 8 ) LI A

7 CPU IR A, Rt 7 RALEACR .
m ENAR, BRRS

AR GERI KB, AT 9 B i B 23 O0E A R R AL . 7E TP 4%
L WEBIE SO REPRE S N MR R R, O TR S BAR, BAHCESINE
M HRET A GEK. MK ICG LA MBNHBEAR, B8R e bkt tom]
Do, MRS R R R E AL, pb AL BCE, TR R T R

4.6 BARMEWLEH S o Hiifd

B HMER AR B L MAT AT A R
WA S MO BSCR . IM IR, P2P FEL ik, &RBMAHEE.
BELR. LB,
m i 80 AR AR

B GRS AR B 58 BE R 7 B 34
m ERREEEAGCHS RS

X T B B AR SN G, 70 SR AR R 7 4R 7
B OEHERSNT, WA T EMEES)

P ICG AT ik 0 (drill-down) ZEit7ptfr, #5BEHE RAEMBIFN, M4
RIFRES, FEREEE, WA, A TR BT 8 A BRI AE FHRCE .
I (ad-hoc) RERAHT, % fL A RE

ICG A (A BV SRR Mok, W] A A8 B B2 A0 R A P 2 26 I, IR B S50
THZER R PRI, DS 7 R SRe HRCHE Tt 1 4 X 245 47 28
B FESNREGE T LR GHE . R SRR RS T AN B R R

25

jall%

=

IL

4.7 5E8) BYOD gty %

BYOD (Bring Your Own Device) »2$5#% H ORI AL, KERZOHE AR
Wi FHL. ~FARBNSE G 5E 2 RS IR LB R R 3 R B A am B & ). R
ICG HA N F e B4 BYOD ®iH#il ik 7 58, I X #% 5l i i S 24 K A% 3l 5 F 1Y)
P BCHEATRE IR IR, IR R E S S O, fEm] B EIL RS

2051 T3t 66 TU



METEMTSEC

ﬂ P e ] 152

S VS W 2 4 T e R TELEK A

W ICG fEH P B mA TR @M, Rk siRmH -~ BT HE,
Windows. Linux. iOS. Windows Phone. Android %5i%%5; MAMNZREFH 1 7] 1P 74

L SRR etts s Jgm e, BRI T X 20 AN ] W B 2 BT AN [R] 3 15

{2 FIETIE R
HhizE
i e REEELER
e eSS
e v 4 e
ERRE ERAE
v B~ (BFsAET 5=5E) i BT e
©E (ETHFET HE5E) HEGE BT FERS
I1E (ET=AET i5=50) HETEET EIE
V] B9 (RESREE EaeE) Sk et
[ Fisss (EFRET SEmssE) Y srmisn
HEIESEH
SEREENIE E—
[v] B==siEE 1
[v] E=nss
L

[ s 2  ESEFrERT)
BE Elis

P 2 A8 PR R T P Y TR Rt i kT R ) E £ X BYOD #28 ie# 1
TR SR, Bl nfE — @ p A RERISE—)R, SCVFIE X IMAE 1 i0S K Android B4
BNEIM: MAERXAZE, WARVFER T Linux SMOFTA &N LN, B0
M QQ A#3h QQ.

M BE ICG BYOD ‘& i # 75 S8 H A W N 47 i
B RE AR R

PIER ICG I s BRI N P 45 1 2 R sh B & T DR R R R HE R 32, R4
PR A 58 42 0 5 0] HEE HOIR N 2 fLAE
BV REFEERRESIRAE I E

WRE ICG 1A b 5 e v BRSSP Pl e, H I 500+, 388 5 0 B8
IM WK BB S ¥ R ARSI ST, I8 TERR S 10 AN, R4
i HArKRZ B BB s N .
B RIERRIREE

WRE ICG SR 2 HL T R AR 9 SR 25 1, TSkl Rs sh & mitE N . # sl -  2E
P2 P25 ol T2 1 5 2 U Th R

052 T3t 66 T



ﬂ P e ] 152

S VS W 2 4 T e R TELEK A

4.8 NPALRmE B, BT HRIEEE

m EEFEEEEW, KUK

e ICG & LA IR BB IR web B0R, 255165t C/S IIERAIEIRMG, KAmsE 1
Web #AEIZZILAE S oSG RGN, SR TT, MEEAA R B 40 N2 # 28 1A 0 i3t
T, R R R ARSI
mOWRERITR, SCOUERERLE

ICG (¥ URL 732K R LGSR L PS5 22 T o) e 2 AT AR AR 2 ) e
w, —HTR, T EREREE
B RETREER, HEERT#HR

ICG KM TSR a0tk UL it, HPEIF R — MRS, 2 AR E R
AT X FP AR AR D5 (84 2 A ARBHEAT Ul e, 100 75 B OCCE PR S #) e 35
BENZ AT#EN G AR
m ELHBRGRMERRE, HHESHRERR
m ARARE, BMNERNSEEE
B Dashboard T REFBRRERNER

ICG KM Dashboard ({ZE#E) J5ANEH RR B & KB TRIE R M 253, il
R BT DGR TR B A R
B FETRRERE, MERTNERE SR

ICG I FH e R W= e $5Hl L X DRI DS R A4, BIR o D 5 B e Lt
R UL H i h A2 e, D9 Ke 6 o B AR (0 5 8], A P R BRI A B R AR

4.9 BITRERR, HiRMZHE

B ERFIBESCRAE: bypass, 85 IR R EHTMILE T

B KX bypass it STREEERAEFIRABEME AR,

B OME KRS A BB TR, RIET R RE B 30 m AT R
B REGERGFRE, ATRFHRARERER, ZHRGRERGRLEEHE;
B RN, BT BRI, KRR® T RATEE.

#
=
=
=N
=



ﬂ P e ] 152

S VS W 2 4 T e R TELEK A

410

HEFET SNMP K4S, TTLLEE B=7 MERHEFTREHMNEEL.

RIGHIERE T X

R PRI FEERR;

WIFFEREAGE NERSE, NRREEMEEE;

PSR AR S AR O, Sh5 0 B H 55 IE;
BETREN, SEFERL, LHZBLIRE. Hits

55 B 75 T DR PR 48 0 B LR, X P 24 P R 7 R AR T 2

5635 AT Bl

¥ HTTP. HTTPS. SOCKS fCH;
AR EEFIIRE, AR TBM U )3 s
¥ SOCKS RREAIE.

BOLHY H B G
RPN, (R F AR IS
BATH, BIKMEICG BEAR, RITRLHHE:

SmiE, fHEHE

£ RIS HHE ICG BEKIBITIRE:;

HE LR K, RHERMHHLERMTA;
TR R MBI AR EE ICG B H 49,
WERFHE, gReR, S50,



ﬂ P e ] 152

MNETENTSEC B S 2 A e ) EL IR A

5 7FanHyERE

WURE ICG SCRFZ AN TT 30, DA BEAS A L 6 100 2% S M B 75 5K

5.1 BITEA

H3 4577 3CRE SEBUNS B — T 0 28 L RO Wi P S B vkl R o sR 3R AR
A MR A 2 2 Ao

m PR
L B 7 SRR N 4%, B0 B Al BER TR R 2%t A B, /i s
P25 S5 A0 RTC L
> BREE

ICG FEff— AR LRI — NSRRI, AR IR N B A P I 25 1 L AL, 2
REIBHIAER A N EPR:

[ ik S A B 4 5
o P R S
(BT TR M
of AL B A E 2

38 0 @g@

A ﬁﬂl12 #EFI3

K 4-1 MEEICG — A—H, HmMrE A E R
> ZRHEE

055 T3t 66 T



AP

pod et 152

METEMTSEC

S VS W 2 4 T e R TELEK A

VA PIAS TR H 1, ARl A 7] 5 90 75 22308 1o A ] A TR R L
HEE BRI, ICG AT XA, XU Al — & e RIa) R
TP AR BRI O P LR IMAT
ZES SN

BRI A, F B R R RN OCAE, A BFR B AT NAT /e AR
A, 7 OB HC E A A SRR TP k.

ICG 7EM KA, SCRF DNAT Zhg, wHF P R BB A TP B0ky 5 S 11 RS
BIEIRM A, s 2 W EHLREWS s 1R 5E 9 Y X R 55 45 o

WIRBET, SCHF2 I M%s, FTLLE N A BN . A2 4k, 2 0%
B8N RN SCRFE S TP AN ADSL #8546 o 2 2R AL R 7 58 AR 73 BCAT LR,
AR B BROIR A B TIBE A B A IR B A5k B 1, S 22 2R (R sh A5 1 30 IO AN B
Ao

5.2 FRFE

X AR NS X 2% JE S T SR M e, 7 B AT AOAT o TEEh R, (EAR XA T o2

B INREFT RN BSOS, W LR B 55 M (i B i SR8 1CG il
M P PR 7 SR X 2% Bt 6, AN i 50 B (0 LR i, L0 R R et 2 1 I 2% A B AT
WL RETCAEATREME , AN 2 5INHT B R A

#
=X
=
b
=N
=



ﬂ P e ] 152

MNETENTSEC B S 2 A e ) EL IR A

Internet

PIEFIENSICG

K 4-2 MR ICG Bifg 55 B8 i s =

5.3 ZHHRELR S

WRE ICG A1 AR AR S5 e N P 4% o IXANE AT DABE i 2% () i A [l A BE ), 38
AT LAHR T A I P 8 ELIR I 7 T S

H AT, MEEICG SZ#F HTTP. HTTPS. SOCKS fCH, FFAIxt HTTP ACH K547 K/
A BN VNS H AT S e B A . R, E ICG S RF SOCKS REEAIIAIET)
e, KA S OVAE. AP RAL ARERS . AT AR T 2 DR e RS .

5.4 fhEH

Xt T 5% 00 STHUR AR ST AT LI R H 1 B AT PR Al 3 R BEAE 253 (0 50 SEH LA 73 3]
HE EMITAE RS . REEMPG—EE 5P AT RG U ik T —E A 10
REICG 281 G m] DL AT A9 O F P g b3k 1) e

2057 13t 66 T



N
METENTSEC SR % AR B A T

Internet

FRICGE

Kl 4-3 PIREICG SR T G iiE R &

PR ICG SR 27 & 2 fe:

B ICG WA RE iz, R

W AR R AT R R SR A A 4 R

B R AERT ICG A A TR IE FE AR RS (1 7 2

BN AUEAERT ICG B H R g

m A H AN A

B RS EEILES

BRE ERAT AT AR, AT DA A KR R 4 T R A, (T R
HEGH AR, SEmx P BREMAT RO

2558 U1 Ht 66 T



ﬂ P e ] 152

MNETENTSEC B S 2 A e ) EL IR A

6 FFAnsE

2012 4F, HEMEE 2 AR TR

2011 4, (IZE A EE 1) vl [ 000 26 5 B O3 O 25 i L S ) o it

2010 4F, o [ 0 2 B BREOR R 22 W35 D I 2 5 L AT D 0 B i 2

2009 4, (CIO INSIGHT) 2009 4F ¥ f A K 1T it 7 2%

2009 4, PEGERMAVE S IT BER RS GHENRE S5 R0E) PE T SR E
BEAE ™ it 2

2008 4, EALAE BAL 500 sk “ R B RATONE R 22

2007 4, (A RS gk e

2007 4F, (NSRS B 22 A ORER R Tk

2007 4, (51CTO) H/hAek IT fRi% ™ dh

2007 4F, (HEHAE R ZE T E L

2006 4, (P ETHENLARDY H P HETE S

2006 4, (TFEHUHEFL) B EAFHE 5

2005 4, (R TR TT %

iPowersoo

SRR AL 00 W

thE ek {E B 500 3
LRI ARSI ERER

User Recommendation

CCW TESTLAB

. _d
2006

2059 71 3t 66 T



METEMTSEC

ﬂ P e ] 152

S VS W 2 4 T e R TELEK A

2B 60 U1 L 66 T



METEMTSEC

ﬂ P e ] 152

S VS W 2 4 T e R TELEK A

7 KT PIRERHEL

P RS AT PR A W] 2 2 v Tl AR e 805 P DX 2% 7 FH B B R 5 SR B, L0 T I R
PGS, 9P SRS R X 2% N R B . ROT R RIRSS . BAETEBIAI SEIL ¢ B
AL SE R D RE R T

W RIS b - e SRS K TLIB WA N e BRI FE SR B 87, AR T 5 = AR 2% B
B (XAD HAR”, “szif WU (RACE) AR ” St ST KT 1) 0 268 o FH 5 3 4
ARy IFGEIE T AEREOR I SO TR P AN e R g KRR I 2% B R

W FREH A b S e S 1) EAT N R, B e B 2 RE RS s Bah HEk
WL 5 B R G5 R, JFTZ N TEUM . SRl BEIR. . S, SLEREAT
b, HAAZ S 500 58 A E 500 G4, AT RKE G IAT MR AR R 7 S A0 8 R S A
e r ] v i FH P 5 22 100 9 4 I8 A P A 6 B L o

BRI

ATEMhE: AL TR X RO AR 66 5 tARIRRE A JE 32
HR B ZRES: 100190

XA HELTE: 010 - 62670909

FEEE: 01062670958

R 45 #sk: 400-678-3600

FFHBfE: marketing@netentsec.com

Q\\ﬁ Mdk: www.netentsec.com

261 3t 66 UL



AP

pod et 152

METEMTSEC

S VS W 2 4 T e R TELEK A

MR 1 PRE URL 43380

25 4y hnifE e E R IAE
BBS ¥ | M ERigiz4EX . BBS. HF AL TUBAE 8
Web &5 | #2445 T Web ) Email. %63 5 IR S5 0 9 4 {5 BitJs
ELYIR | ZFET Web IR M55 HrE
Wk BRDELREAR . TR TR HFE, TR
HEHE | FEVLEE. . AT, AT R AL E
HELH TS, FE. HMIWLIEEE, TFEUH SR IR & 7R
BT 4. B2B. B2C. C2C
W =325 e
Wk Y. e, BTRES. M EITE. MBS,
B B A T 25 L EE R o R
=R WAL, ARSI, AfERIE. ORIRS . AR, MhEMS. GUE. JLEAR. | EESRT
IR
W18 B LU ANE GRS B s, Wipg i, R, SUER. AR S AA
A UKL
BN
e 1 WRAEA M. WA B B CGLSLEk 0L 8 ) G P9 2 DA E AR R REETUT
BE RN FEFA E B A EE R <15 B R 5 HrEh
B2 WS BRI ORI . B, AR A PR e
27 & Al I R TUT
BB | RS SEE . RZ R 28 R R TUT
P R AT AT HOR . TR BN B 1 R

IR R TUT
WEREEE ST 1], fTEiHIE%%

BRI | W R B/ 2R T SRR A S SR SRS 25 2 1) VR TRAT
HETS R EE 0 2 ARG DA 113 3 1 25— 4] AR 22 23 B PP B LA AE 20 15 0 R VP RIS VL

R T AU

GAEIRIBATRE T P

BT | WRIEEFRISHT. RGP R A DG N 2 1 iy
PLRRA A B 0 ) 4 AR 2% W

0% Pop-Ups, Adware

2062 T 3 66 TU




AP

pod et 152

METEMTSEC

S VS W 2 4 T e R TELEK A

B | Ee | ANC | Mtk | W4T | Htda AT FELBEL D

WL |y amh, W% WIS, BT AN HT S A Ea
AT Srih g T
T A T, A A R
Pl
FMLHR ., e
HLAE | W LN AR, WA, R, AR i 17 5y
WL AL G . LS AN P R, DR . BRI . o e R
7 1 A R i
it
=HERE
VR A G SN A, IR A, R, & R
T
SRR | SO IRIE . [ 4 2 S L D
BHE | SRR . SRS B s
REGEIE | 2 JoRE. S 0 36 17 5y
PLUCET Web (9302, 20 WITURZLMIMSE, 1012 4 S22 0E s IR, BN,
S 7y
TELR BTV, ELHE I T M 5 B0 o (b T AT £ A 2 b )
17 P
SRE] | RO SR R T DA R B R S B, AETRE T, Google 2
£
RO, R, WTE R SRR AN A, RN, 2 A, R
17 Ca)
TR R
VRN, . BRIME RN, ENR, &TEEERLE, Fke
nEzE
ok
WRAN BB B B
B | EhRTm. WE. AT . B
Gttt El%. EREE S
TR BUE HE ks
e
SRR VLS LI, AR B A A
BE | WA BN A A G
JLE | L A L

63 T 3t 66 T




pod et 152

METEMTSEC

S VS W 2 4 T e R TELEK A

AP

By WRBGENM . B WA LA K 5 P9 25 11 3 HURIE
£ W B T HAAT DI HURIE
B FRALERE TR G RS A IR
ZR RAEETZR, RZA. SARMEEMAE LRI, dn e o sG55
#E WRERE BAENN . Z BN SRS SRR, & m ke mul, B E s
B RN Pises T AT RN ERELEAR G A 2 ) 0 i
E [z 1P
W B AR TR P AL S SR AZ 5 1 DY 3
Pl
P 3% URL Ay TP Hiuhik 2K g5k

64 TL F 66 TU




ﬂ P e ] 152

S VS W 2 4 T e R TELEK A

FhFsR I YRR R BRI R

ZIES

ELAR M R

P 2% e 2K

BEAHFRR / BESE AL/ BP0 / R/ SR A / MR T / FR UT
Game / EJEEH G /AT / ZhERH / #SkIEER / JmiiiERR /1 KETEE /48
IRk / IR/ JIBNERS / AERRIERR / fEiE / SERtE S/ WekoRst / = EEE
YAk online / EPIMLER / MR / VS SHECTE / RE / RaE / BRS /
RSy / BEXR / B EEE / HXT A / RREHEHE Online / KIEZIE / QQ
WG/ FRkE / WIS HL / 34 / RENES / HradiHst / Qo
W8 / BRMRAME / R / QA / QLIE / REERLE / QQ KE / Tk
R/ KF 7 A8IEZ% 3 7 &iFthR /7 BFEWER /7 EWEERRT /1 BEIEK
KT/ HEZE3 ) AETE 3/ ki / ®WER /1 HFEW / KELR /
LB =E ) Rk

Ell:npt:Ra

QQ / MSN(LLEK Web J755) / Yahoo i / AIM(ICQ) / M Sl / HiRUC / # Q /
Skype / VAFHEHE / ¥4% / Google Talk / Lava-Lava / A&ZPNiE /E B Hi / KA /
KK BEAM 7 WRURKRIIR / UUCALL B4R Hii% / KCRIZRHAE /  #FH AR
BERK | EEIEY / camfrog video chat / JEIRTX / 51 Bll4:

P2P T2

BT/ I / #HIE / WEHECA S Web 773D/ PP sl / Kugoo / KaZaA(Fast Track) /
Gnutella / Vagaa / POCO / HE TIE / WinMX / Winny / Share / maze / QQ g/ / it
/ AE /] BERERE / IR / HXRT / FrostWire / Shareaza / FlashGet / 360 #F T %
/ SoulSeek / RaySource / QQ &4 /I / Pando SoulSeek QQ &'k %

P 2% FELAL

PPlive / QQlive / PPStream /i i / UUsee / #:%% / Mysee / BBsee / H& K / Sopcast /
TVKoo / TVAnts / PPMate / 51TV / STTK / MOP / TTLive / TVUPlayer / #iiRk TV / iV
E%& /PPVOD/PPGOU/ AN TV / LGN / EE / BE 6/ NIEE /1 ML

/ AT / YouTube / CCTVlive / PP JiNifi#% /KiK. & /2 XF S / WebPlayer9 / iV &
IR AP E /O MBAWE / B /1 BEIES /) AR R
TV /[ BERAEM / BB/ BERW / E—RARM /. REEENE / M1905 HLFZK
BEHAM /56 P4k

ZE-yidiv

KB famst / FAE / EdR B/ ke /e 1 OREEEE / ARBOE / EIA1E
[ORARE ) ESE / RMEH / abr  ad ) BEEEIEE /R /A
W/ ZE5Es: / w5/ MEE / Bk WMedl / ZREIESRE S RN/ &Mt

WRFESCFF RS / PURIES: / EETE /1 G / EEGEE  (EmiadT

Wi%5) %

LGS

g ) EERREER / EERIW etk 1 MBS RS | TR S
/BRI i 1 mRORTE 1 @RI/ TR SRR R G AR 1SS

HAEFM

SMTP / POP3 / IMAP4 / MS-Exchange / MSSQL / ORACLE

VolP

SIP /H.323 / MGCP / T.120

zE

RADIUS / IKE / CMP / Kerberos / L2TP / PPTP

Session

Telnet / JZFE5MH / SSH / PCAnywhere / CVS / VNC / RTelnet

G

FTP/DNS/HTTPS /IRC/ICMP /NTP /RTSP/MMS / TFTP / DCHP / FTPS / FINGER /

265 T 3t 66 TU




ﬂ P e ] 152

S VS W 2 4 T e R TELEK A

Vi S B8 B R i
GOPHER / WHOIS / MIP
HTTP M HTTP POST / HTTP PROXY / HTTP £ £&#2 T #i(Fresh Download / Speed Bit / %18 % £;
FETFE) / HTTP ik / Windows AR / @ HTTP &3 / iTunes /JFREERE / I
Do/ KA/ I8 HTTP / HTTP He4e SO N0 / HTTP "J$7 304 40 / HTTP
T8 /HTTP &8 T# /HTTP XUAXHF T # / fELIWY) / FLSH L
HMBIEE | Windows UL / JEF RPC HHMKI# T-A% / MS SQL /NFS / RSYNC / RCP
AREANREE Socks 4/5 (TCP socks . UDP socks) /Waysonline/SocksOnline / J¢ % %
P 4 B 3 TimeServer / BGP / RIP / SNMP / DAYTIME
HEMNA Hitet | RAMRS /BB Piy RERE / b 1P Y /P TR P 24/ b

P2P Wi/ AR PR / Hofh Az H R H

66 UL 66 TU






